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EDITORIAL

Out-of-this-world

support for

field operations

PROFESSIONAL MOBILE RADIO has
always been about helping people to
work more efficiently, wherever need-
ed, whether responding to an emergen-
cy or on routine patrol. Increasingly,
providing this support on the ground
will take technology based in space.

Satellite communications can pro-
vide quick coverage to meet the tac-
tical needs of PMR users in locations
beyond the reach of a fixed public
safety network. Satellite connections
can also support big events that need
extra coverage. New developments,
for example overcoming the commu-
nications delay that has dogged con-
ventional satellite connections, make
satellite linked communications a vi-
able and economic solution. Commer-
cial operations can benefit too, such
as oil companies with operations in
remote, offshore, or difficult to access
locations that need communications
coverage.

New technology developments are
also making the command and control
of field operations more effective, par-
ticularly by enabling greater coopera-
tion within and between organisations.
Better integration of networks and sys-
tems is also vital for providing more ef-
fective emergency response. Next Gen-
eration 9-1-1 is a good example of the
possibilities and potential benefits and
our article gives an overview of the

technology advances that will trans-

form emergency call response systems.

Another transformative technol-
ogy is LTE 400 MHz which will bring
true broadband capabilities to PMR.

Key Touch this issue describes a pilot
of the technology in Spain. This gave
a foretaste of the capabilities of LTE
with a demonstration of real-time vid-
eo streaming from a moving patrol car
to the control centre - truly state-of-
the-art professional mobile services.

With new and exciting technolo-
gies such as these, we are helping our
customers to solve their challenges of
today and tomorrow.

Finally, before I sign off, you may
have seen the announcements that
EADS is restructuring into Airbus.
From 1st January 2014, Cassidian will
be integrated with Airbus Military
and Astrium to form a division named
Airbus Defence and Space. Which
kind of brings me full circle to the start
of my editorial where I talked about
space-based support for PMR users.
With Astrium providing satellite sys-
tems and services, our restructuring
means you will benefit from being
able to obtain all these services from
one source.

I hope you enjoy reading this is-
sue of Key Touch and do please let
us know how we can help you to
achieve your goals.

|
I dal ﬂ-'kt Nﬂﬁ'ﬂ_

Jean-Marc Nasr

General Director

Cassidian, Security

and Communication Solutions
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he 2nd Asian Youth
Games was held success-
fully in Nanjing, China from
16 to 23 August. Cassid-
ian’s TETRA radio technology pro-
vided the communication services
for the games to run smoothly and
the operator is now looking to use
an expanded version of the new net-
work to provide the game organiza-
tion and command for next year’s
2014 Nanjing Youth Olympic Games.

Quick setup
The new TETRA network was up and
running in an incredibly short times-
cale, with only two months between
the signing of the contract with Nan-
jing Telecom and the deadline for the
network build, according to Zhang
Tieshuan, director of China P&CC at
Cassidian: “It’s really a big challenge
to build the network within the very
tight period. But we are confident in
the system performance and the rich
experiences of our team.”

There was no opportunity to build
a test running phase into the project
schedule. Instead, the TETRA radio
system was put into official operation
just before the opening ceremony
and successfully delivered a flaw-
less performance. “The closer we
got to the games, the more we relied
on the TETRA radio communication
network,” says a key member of the
operator of the Nanjing municipal
TETRA shared radio communication
network at Nanjing Telecom.

A winning combination

After the Beiing Games in 2008,
the Guangzhou Asian Games in
2009 and the Shenzhen Universi-
ade Games in 2011, this latest event
shows again that Cassidian’s TETRA
network technology is the system of

choice for Chinese authorities looking
to ensure that the biggest sporting
events are supported by stable, reli-
able and efficient communications.
The Nanjing municipal TETRA
shared radio communication net-

work relies on Cassidian’s state-
of-the-art TETRA IP technologies
and equipment, including: a DXT3
switch, TB3 base stations, THR880i
terminals and a dispatcher worksta-

tion system. During the games, the

network catered for the command
needs of 27 venues, which accom-
modated 122 events across 16
sporting disciplines.

“It’s like a rehearsal for the 2nd
Youth Olympic Games in Nanjing in
2014. We can learn from the experi-
ence of the organisation of the Asian
Youth Games and pave the way for
the 2014 Nanjing Youth Olympic
Games,” says the network operator
at Nanjing Telecom.

Cassidian attributes the network’s
success to four key points. First, the
company’s TETRA technology is in-

herently stable and reliable. Second,
it is supported by an international
team of experts with rich experience
in big events. Third, a comprehen-
sive contingency plan prevented any
hiccups from becoming a problem
and careful rehearsals helped reduce
the element of chance even further.
Finally, good cooperation between
the network operator and other
stakeholders was essential.

As the capital of Jiangsu prov-
ince, Nanjing is one of the biggest
cities in China, covering an area
of about 6,600km2 .Following the
Asian Youth Games, the new TETRA
network will be expanded for the
2nd Youth Olympic Games as al-
ready mentioned, but can also be
used as the city’s unified emergency
response radio platform. Users will
include the municipal government,
emergency response services, the
city administration bureau and utility
companies.
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hile the eyes of the

world are trans-

fixed by the drama

being played out in
the peloton (or pack), it’s the secu-
rity and organisation of the Tour
de France that commands the at-
tention of 13,000 military police,
6,000 police officers and 7,000 civil
security officers every summer.
And that's where the Tetrapol
French National radio network
comes in, helping all these pub-
lic safety professionals smooth
the way for riders and spectators
alike. But with the race starting
out in Corsica for the first time in
2013, the local communications in-
frastructure needed reinforcement
in the shape of the Gendarmerie’s
PTN mobile tactical system.

Big start on Corsica
The French security forces typi-
cally count on the availability of
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SOLUTIONS

his summer saw security
force personnel from 30
different countries gather
at the Centre National
d'Entrainement des Forces de Gen-
darmerie for the European Union Po-
lice Services Training (EUPST).

Training exercises prepared par-
ticipants for such international crises
as earthquakes and floods. One of
the first lessons was how to commu-
nicate together and know where ev-
eryone is in the field at any one time.

The French Gendarmerie decided
to test the ability of the TETRAPOL
tactical cell to meet these objectives.
The tactical cell is a rapidly deploy-
able cell that can extend or replace
radio network coverage for forces in
the field. Ready for action in a few
minutes, all information exchanged
within the tactical cell’s radio cover-
age can then be broadcast from the
field to a national management cen-
tre via IP or satellite links.

During the tests, the integrated
Automatic Vehicle Location (AVL)
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application enabled the manage-
ment in the field to follow the situa-
tion and the position of the different
forces involved. Thanks to the VLAN,
the Gendarmes at the headquarters
could also follow the situation, with
the Radio Access Gate forwarding
voice communication, location and
the operational state of all the forces
to the HQ'’s wall display.

The international participants in
the EUPST programme emphasised

Rapid

deployment

tactical cell
aids international
security training

the capabilities of the system as well
as its adaptability to their demanding
requirements when organising train-
ing exercises.

The next step of the test will be to
remotely connect the tactical cell to
the headquarters through a satellite
link. This will allow teams to commu-
nicate from their deployments across
the world, maintaining security in ar-
eas without network coverage.




etrapol tactical cells can

be used to connect tac-

tical radio coverage to a

headquarters when there
is no terrestrial IP link available, ac-
cording to tests carried out in Feb-
ruary at the premises of Astrium
in Toulouse. Astrium is the satellite
and space technology subsidiary of
EADS.

Tactical cells aim to provide radio
coverage beyond the reach of the
fixed network using an IDR (Inde-
pendent Digital Repeater). Until now,
IDRs have had to connect to the
control centre via a Radio Access
Gate (RAG) and a terrestrial IP link.
The tests demonstrated that several
tactical cells could instead be linked
remotely to the Control Centre via
the satellite communications service
that Astrium delivers on behalf of the
French General Directorate of Civil

Remote control:

satellite links

promise Tetrapol
coverage anywhere

Successful tests suggest that a vehicle-
mounted mobile base station with a
satellite link can provide extra radio
coverage for rapid-response operations

Security and Crisis Management
(DGSCGO).

So if a fixed base station is dam-
aged, IDR radio communications
can plug the resulting coverage gap
for field personnel in the affected
area. Alternatively, IDR communica-
tions can keep field officers in touch
with a control centre anywhere in
the world, regardless of how remote
they are from the fixed network. In
the case of overseas aid operations,
for example, the operator of the
macro-cell could remain in France
and implement a tactical cell with
one or more IDRs on the other side
of the world.

The satellite can link up to four
IDRs into the network, which could
be essential if communications are
knocked out over a wide area by, say,
an earthquake or other emergency.

In the new solution, the satellite
link is accessed via a new IP radio
access gate interface module, which
enables the control centre to specify
the type of communication, commu-
nication channel and the radio cell
that each Tetrapol terminal uses.

Many Tetrapol users, such as
emergency services and military
units, already have vehicle-mounted
in addi-
tion to their terrestrial radio systems,

satellite communications
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making it even easier in principle
for them to deploy the IDR tac-
tical cells. Some adaptations
have been made in RAG and
IDR equipment to optimise the
latency in the link between two
IDRs or the RAG and Control
Centre and it is possible to easily
tune these specific parameters.

When the tactical commu-
nication vehicle arrives on site,
the operator simply switches the
power on to establish the con-
nection. Radio communication
can then be managed from the
tactical vehicle or remotely via
satellite. The operator uses a
PC-based web browser to con-
nect to and configure the IDRs
and the RAG. Since the same
operator can manage several
IDRs, he or she can select the
same communication channel
for all of them, even if the radio
coverage is not continuous over
the entire area.

The developers say they now
want to carry out tests with al-
ternative satellite links, to ensure
that a similar solution could work
anywhere in the world.

12 www.keytouch.info

Quick fix: .
satellite
11nks for

rapld temporary
TETRA coverage

elgian public safety net-

work operator ASTRID

recently carried out tests

with 40 users accessing
TETRA communications via a mo-
bile base station linked to a satellite.
Linking the mobile unit — known as
an MTU - to a satellite, is quicker and
simpler than connecting the base
station to the static public safety net-
work via microwave links. In fact, it
reduces the time taken to set up the
link to around one hour, or two hours
at most, according to ASTRID.

The concept of a mobile base sta-
tion isn’t new for ASTRID, which de-
ployed an MTU to link with the wider
Belgian public safety network (also

known as AS-

Takes TRID) and pro-
1-2 hours e temporary
to set up coverage 20

times  during
2012 alone. The most frequent us-
ers were local police and fire fighters,
especially during big events such as
festivals and sports fixtures, where
there’s sufficient notice to set the



MTU up beforehand. But in the case
of an unforeseen incident, it takes too
long to set up the MTU for service.

The MTU is stored in the Brussels
area while not in use. How fast it can
reach the location of the incident of
course depends on the distance be-
tween that place and Brussels, and
on the traffic conditions — the MTU
does not have emergency vehicle
status, so in case of congested traf-
fic, it has no special priority.

Once on location, commissioning
the MTU using microwave link con-
nections requires technical expertise
and it can take several hours.

In contrast, a vehicle-mounted
MTU with a satellite connection
would be much easier and quicker to
put into operation once on location.

Minimising the delay is key

The idea of using satellite connec-
tions is not new, but the communi-
cations delay (latency) was previous-
ly considered to be too great to be
practical. The idea cropped up again
when Cassidian proposed last year

a new method of connection that
could reduce the latency from two
seconds to less than a second.
Around 40 users representing var-
ious disciplines gathered for the test

]

in the Arendonk military area. The fed-
eral police coordinated the exercise
from a command vehicle. The MTU
in the vehicle was connected to the
provincial DXT switch at the Antwerp
Command Centre CIC via satellite.
"The satellite connection gener-
ates an additional delay,” says Els
Heyvaert, Radio Networks Cover-

age & Performance Engineer. “We
experienced a 950-millisecond delay
when communications took place
between different provinces.”

The test highlighted the impor-
tance of radio discipline, accord-
ing to Marc Boets, Radio Networks
Coverage & Performance Engineer:
“When communication is not es-
tablished instantaneously, the users
must keep the PTT [push-to-talk] key
down long enough. Most users knew
or quickly learned this”. Otherwise,
communications over radio were the
same as with regular radio coverage.
“The quality of voice was good and
data transmission also proceeded
perfectly,” he concludes.

Source: SWITCH, ASTRID’s magazine for

rescue and security services
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SOLUTIONS

Over 40 Spanish
users of the nation’s
TETRAPOL network

recently saw demos of
the network’s LTE 400
MHz broadband pilot,
with live transmissions
from a number of cars
driving through the city of

Segovia.

sers of SIRDEE (the

Spanish TETRAPOL

country wide secu-

rity and emergency

network) were treat-

ed recently to an insight into the

powerful capabilities of real-time

broadband communications. A

trial using the network, showed

real-time video streaming from a

camera on a moving car, includ-

ing remote control of the camera

from the control centre to zoom in
on a distant licence plate.

Also demonstrated were an

automatic vehicle location sys-

tem and the planning of a mis-
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sion on a map. Database enqui-
ries, including images, were also
performed.

Photos were sent both ways
between the control centre and the
car and multiple files were sent
and received. SIRDEE users could
see on a double screen (one show-
ing the driver’s monitor and the
other showing the display in the
control room) the speed at which
the files reached their destination.

Another highlight of the dem-
onstration was high speed web
browsing, with access to live web-
cams in customer premises, real
time Internet navigation and con-

Spanish PMR users see

400 MHz
broadband
demos

nection to Spanish TV broadcasts.

When the cars arrived back at
the event site, the SIRDEE users
had a chance to see the installed
equipment and ask the experts
about the services they had just
witnessed.

Multimedia services

on existing spectrum

This first trial for SIRDEE of
broadband services over 400
MHz was conducted with the ob-
jective of implementing multime-
dia PMR services in the network
using the available 1.4 MHz of
spectrum in the 400 MHz band.




Two new base stations were
installed in two SIRDEE sites
of Telefénica, one in a rural and
another in a densely populated
urban area of Segovia. The base
stations are fully compatible
with TETRAPOL and 4G LTE

400 MHz.

As well as their TETRAPOL
terminal, several vehicles were
equipped with a tablet for real-
time display of the resources and
a video camera that could be mon-
itored remotely from the control
room. The users could have simul-
taneous voice and video commu-
nications using the TETRAPOL
radio terminal and the tablet.

The event was hosted by Dr.
Enrique Belda, Subdirector Gen-
eral de Sistemas de Informacién
y Comunicaciones para la Seguri-
dad of the Ministry of Interior,
who welcomed delegates from
the National Police, Military Emer-
gency Unit, Traffic Police, Guardia
Civil, the Spanish Royal House
and Prime Minister’s Offices.

Dr. Belda highlighted the ex-
cellent response of the SIRDEE
network in various emergency
situations during the last years
and emphasized the importance
of a common communication
infrastructure to guarantee the
safety of citizens.

The Ministry of Interior rep-
resentative, responsible for the
SIRDEE service, described the mo-
ment as key for the network mod-
ernisation to prepare for the new
multimedia services that users are
requiring, since the technology
is ready and the applications are
critical for daily operations.

Broadband helps meet secu-
rity challenges

Francisco José Molina, Director of
Engineering and Program Devel-
opment of Telefonica — the SIRD-
EE network operator- described
the state of the art of professional
mobile services and the trends to-
ward broadband.

Representing Cassidian So-
lutions, General Director Jorge
Donadeu explained how new
broadband capabilities are adapt-
ed to the new security challenges
and the availability of the LTE
400 MHz technology, which can
be gradually introduced into the
network using existing terminals.

During the event, the users and
suppliers had the opportunity for
alively discussion about the future
of the SIRDEE service. Overall,
SIRDEE users were left with a very
positive impression of the new re-
al-time applications and services.
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Perfect reliability was one of the essential demands
when Turin needed a new digital communications
system. After looking at their options, Turin turned
to Cassidian TETRA. Key Touch recently talked to
Dr Sergio Zaccaria, who has been with the system
since the start and says it has had “Never a single
second out of service since 2008.”

How Turin s
with never a

major earthquake is not
the most convenient time
for your public service
communication system to
fail. With people needing help and
evacuation, coordinating aid is vital.
Excellent reliability, whatever
happens, is why Dr Sergio Zaccaria,
Director of the Civil Protection and
Transmission Department of the
Turin Municipality is glad the city
chose Cassidian’s TETRA system
for its new radio network. “There
was an earthquake in a neighbour-
ing municipality, which uses a dif-
ferent system. When Turin people
went to give them support, they
could not introduce their radios
into the system. It clearly was not
working, it had gone bust.
“According to our information,
our system is by far the most stable
and most seamless in Italy,” says Dr
Zaccaria. “We tested three vendors’
TETRA systems before making our
final choice. I remember very well
that we chose Cassidian’s TETRA

16 www.keytouch.info

system because the tests proved
this was the most reliable. It has not
suffered a single second out of ser-
vice since 2008.”

Striving for excellence
When the radio services were in-
troduced to the users, it did not
take long before the previous ana-
logue system became completely
redundant. Users easily adopted
the new system be-
cause it worked so
well. Although some
operational changes
were needed, these
brought several ben-
efits. For example, it
was much easier to
define talk groups
than was possible
previously.

The need of the
city’s Civil Protection
department for such
a capable,
system was empha-

reliable

Dr Sergio Zaccaria
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CUSTOMER WIRE

sized by Turin’s success in being
awarded host city of the 2000
Winter Olympics. It meant that
the police and the event organiz-
ers needed the latest communi-
cation technology to help ensure
the event ran smoothly.

The city’s Olympic committee
(TOROC) chose to use the net-
work for its own secure commu-
nications, while local police also
decided to join for the duration of
the Games. One of the main rea-
sons the police were keen to use
the TETRA system was the ability
to establish a virtual private net-
work. This enables several orga-
nizations to share the same physi-
cal infrastructure in total privacy
from one another.

During the two weeks of Win-
ter Games, some 7,000 TETRA
radios generated a sustained call
rate of around 6,000 calls every 15
minutes. In one case, a single base
station processed more than 1,200
calls in just 15 minutes. In spite of
this heavy workload, the TETRA
system kept the civil authori-
ties and the event’s organisers in
touch without any major hiccups.
Feedback from users was also ex-
tremely positive.

18 www.keytouch.info

Communications
are key to ensur-
ing co-operation
and coordination
throughout the

metropolis.

Extending the system

These experiences were so posi-
tive that the network was re-
configured and extended to cover
Turin’s urban area. Today, the

Communication
across
organisational
borders has
been a huge
benefit

Cassidian network comprises two
DXT series switches, one of which
is a backup, and 12 TB3 base sta-
tions. “In fact, our organization
was the field test pilot for the TB3
when it was first introduced to the
markets,” says Dr Zaccaria.

The Civil Protection also uses
DWS series dispatcher worksta-
tions and a NetAct for TETRA net-
work management. There are now
some 3,000 users, including around
1,000 civil protection professionals

who use Cassidian radios.

The network has vastly im-
proved the communications be-
tween Turin’s municipal staff,
providing not only better cover-
age and functionality, but also
enabling better co-operation.
As well as municipal police, the
system is also used by transport
staff, garbage collection person-
nel and the local fire brigade.

This interoperability between
organisations — being able to com-
municate across organisational
borders when operations require
this - has been a huge benefit.
Even when operations span sever-
al organisations, communications
within the organisation are com-
pletely autonomous and private.

The new  administration
scheme in Italy means that big
cities such as Turin will become
metropolitan areas. Communi-
cations are key to ensuring that
co-operation and co-ordination
works throughout the metropo-
lis, and with the secure radio sys-
tem provided by Cassidian, the
Civil Protection department is
ready for this change.

Plans for the near future in-
clude extending the network’s
coverage further to beyond the
first suburban ring.

Dr. Zaccaria adds: “We were
proud to be the first in Italy to
deploy this TETRA technology
and provide the Turin Municipal-
ity with a radio communication
network that represented from
the very beginning a completely
new generation compared to the
outdated analogue radio systems
that were in use at the time.”



Managing one of the
world’s biggest TETRA
networks, Germany’s
BOS network, is

made far easier with
Cassidian’s Tactilon®
User Data Management
tool

i
bl

T

assidian’s uniform user
management tool, Tac-
tilon, has been rolled
out across Germany’s
BOS digital radio network, with the
system being completed and com-
missioned on time and to budget.

Developed together

- meeting all requirements

This Tactilon tool was devised, de-
veloped and rolled out by Cassid-

New tool

€S

managing biggest

A

TE
easler

ian in only three years, working in
close cooperation with the German
Federal Agency for Digital Radio of
Security Authorities and Organisa-
tions (BDBOS). Thanks to an inno-
vative development process, all user
demands with respect to security,
homogeneity, user-friendly handling
and suitability for mass use were
met.

Currently than
315,000 radio communication us-

serving more

ers within the police, fire and rescue
services, BOS is already regarded
as one of the world’s largest TETRA
networks. Using Tactilon, these large
numbers of radio users can be organ-
ised into call groups, connected with
BOS security cards and provided with
call rights. In contrast to other Euro-
pean networks, which “lease” their
services and networks from a central
operator, the BOS digital radio users
manage the network independently,
on various hierarchical levels.

Easy integration

During major events with complex
security needs, such as world sports
championships or political summits,
task forces from other German states
can now be integrated at short notice
into the communication structure.
Depending on deployment needs,
the settings for this integration can

ot

rk'

be changed and monitored rapidly
and reliably, even for larger units. The
sometimes varying requirements and
specifications applied by the federal
states to their operational and tactical
communication structures can also
be taken into account.

The system was designed to
meet the specific needs of the net-
work and around 20 workshops
were held between BDBOS and
Cassidian during the development
phase to jointly develop the system’s
features and capabilities.

Pay it forward

Sammy Loitto, solution manager at
Cassidian, says: “We built up a great
deal of trust between Cassidian and
BDBOS during the project, ensur-
ing that when the user management
tool was launched, it met all require-
ments. The network is one of the
biggest TETRA networks in the world
and Tactilon really helps to manage
and control it.

“During the development of the
Tactilon User Data Management tool
the feedback received throughout
the years from Cassidian's TETRA
customers was taken into account.
This makes Tactilon an excellent tool
for other existing and new users.”
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t-work:

managing SMbscribersfvith ease

Managing subscribers in a busy
police department is a full time
job, one that’s made easier with
Cassidian’s Tactilon® User Data
Management tool, as Key Touch
found out when it followed a
typical working day in the life

of Horst Miiller. Mr Miiller is an
imaginary professional from
“Unterland”.Thus, his story
demonstrates a typical day and
tasks that are “business as usual”
for a professional managing
subscribers.

20 www.keytouch.info

orking in organisations that save lives is
never stress-free. Although Horst Miiller
knows this, he is still eager to start a new
day in his work as administrator for the
Blausee Police department in Unterland.

First task: Horst is responsible for managing police users
in the TETRA network. Today he has a list of new mobile ra-
dio terminals which have been fitted into new police cars and
he needs to introduce them into the network. He opens his
Tactilon user interface with his username and password, cre-
ates new subscriber identities and selects the relevant police
car profile. Using this pre-defined profile, Horst can quickly
and easily add new radio subscribers to the system.

Second task: After creating the users and selecting num-
bers (ISSIs) for them from a list, Horst selects the correct radio
terminal and radio terminal profile for them. He then links the
users to the terminals, creating a radio terminal - subscriber
pair. Now Horst can export this data and send it to the Taqto
device management tool, confident that no data is misspelled
or incorrect, as the data only needs to be entered into one tool.



Third task: New profile. Horst knows that new radios
for motorcycles will be ready and installed soon and he has
gathered the information about attributes such as their call
rights and priorities. He can now define one profile which in-
cludes all the information and which makes it very quick and
easy to add new motorcycle police radios into the network.

Fourth task: Blausee Police department is introducing
a new feature into their radio communication system, a sec-
ondary profile that is added to Blausee’s policemen’s profile.
This is the “Major Incident profile”, used in extreme situa-
tions such as during a flood or other long-lasting natural. In
Blausee, this means that individual calls are restricted and
all resources are focused on basic services. Horst selects all
the members of the team and adds the second profile to all of
them. With this single operation, all the team members now
have a secondary profile ready. It can be brought into use by a
single operation when needed during a major incident.

Fifth task: Training. Horst will spend the afternoon train-
ing field commanders of the Blausee Police Department. Fol-
lowing the training session, they will be able to use Tactilon to
get up-to date information about their fleet while working in
the field. They will know their statuses and locations, be able
to organise ad-hoc talk groups and do all necessary changes
while on the move. All they need is a laptop and an Internet
connection - they can connect via the web-based interface with
their own user IDs. Today’s training will focus on the Major
Incident profile. Horst and the field commanders will be going
through the parameters and rights, deciding on which changes
will be needed if and when a major catastrophe hits their area.
After an afternoon of training, Horst will go back to the
office and finalize his report on the training. He is satisfied
with his day’s work. All of his actions in Tactilon have been
recorded and archived, so that in the unlikely event that he
has made mistakes, they can be easily traced and corrected.

The nationwide public safety networks in Germany, Finland
and Sweden use Tactilon User Data Management.

Templates

Tactilon® User Data
Management tool alows
quick and efficient creation and
management of TETRA network
users. Major advantages for users
are the ability to change attributes
en masse (using profiles) and
create districts, which make
geographical changes easier to
implement.
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With 17,000 users, growing at 10% annually, Dubai’s
TETRA network is benefiting from continued invest-
ment by its operator Nedaa. Key Touch interviews
Nedaa’s Deputy Chief Executive Director to discover the
challenges of maintaining its growing network’s reliability.

TETRA keeps pace with

growthin
Dubai
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lic safety in a crisis. The CoW will
provide coverage that can be de-
ployed quickly, as well additional
capacity at major events. Although
it has yet to be deployed, it is
ready,” says Buosaiba.

Such forward planning and in-
vestment by Nedaa is one of the
reasons the TETRA network en-

24 www.keytouch.info

joys a 92% satisfaction rating by
its users, as revealed by regular
user surveys. As well as its high
availability, public safety organ-
isations benefit from the ability
to coordinate different agencies’
operations over the network, not
possible with their previous dis-

parate networks.

“Safety is the ultimate benefit,
with faster response time to inci-
dents, full coordination of servic-
es and commanders always able
to communicate. The network has
proven its capabilities, not least at
major events over the years from
the International Monetary Fund
(IMF) meeting in 2003 to this
year’s New Year celebrations that
saw an estimated million specta-
tors around the Burj Khalifa,”
says Buosaiba.

Long life for TETRA

The future needs of users is
something that Nedaa is already
looking at, in particular broad-
band communications to enable
efficient applications like video
links and the widespread use of
biometrics. “Although we are in
the early stages of studying how
LTE networks might meet these
advanced public safety needs, it
is clear that TETRA will remain
in place for many years for voice
and some data applications. So
we are continuing to upgrade our
TETRA hardware and software
and the system is proving very
reliable. We have run base sta-
tions for ten years without any
failures,” explains Buosaiba.

The network’s ongoing de-
velopment is supported by Cas-
sidian’s local UAE agent, Atlas
Telecom, with backing directly
from Cassidian. “We get excellent
support from Atlas Telecom and
while we are open to using dif-
ferent infrastructure and procure
through a tendering process, we
use Cassidian systems exclusive-
ly,” concludes Buosaiba.
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S\smart financials for smart grids

Optimised total cost of ownership = We’re more dependent on reliable energy
Upfront investment costs are im- supplies than ever before. Energy companies
portant, but up to 70% of smart grid ~ are investing in smart grids to improve
communication costs come from op-  reliability and resilience, and cut operational
erations, such as transmission line costs. But how can you know if smart grid
leasing, equipment room rentals and ~ communication will delivera smart return on
staff payments. It’s vital to consider  your investment? Here are some key pointers.
the total costs across the life of the

network.

Total coverage
- today and tomorrow
Your chosen communication technol-

ogy must provide cost-effective cov-
erage throughout your geographical
operating area. Adding new sub-
scriptions to the system must be easy
o allow for future ex-

pansion.

TETRA radio technology offers
wide-area coverage scalable from
local to national deployments. High
capacity in urban centres means you
can develop your business as need-
ed. Its ability to withstand extreme
weather or operate in remote areas
makes it suitable where no other
telecommunication infrastructure is
available. It's easy to add new users
as the network grows. Simply plug in
a new TETRA terminal to your SCA-
DA station, eliminating the high costs
of cabling.

Open standards

Healthy competition among vendors
keeps costs down and encourages the
development of new functionality. So
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Smart Grid in a nutshell

Smart Grid increases the quality of service to customers and enables
modern low-carbon electricity production. It can increase power
company revenue by reducing power outages and enabling efficient

mobile workforce management.

A A smart grid drastically reduces power outages through power
distribution automation, where faults are automatically detected and
isolated, and electricity re-routed. Effective mobile workforce man-
agement ensures a reliable energy supply for customers. Smart grid
enables renewable energy production by balancing the generation
and consumption of solar and wind power.

Managing a smart grid requires a dependable communication
system. TETRA is the perfect choice due to its excellent reliability,
security and availability. Wireless TETRA-based smart grids are more

SOLUTIONS

cost-effective.

.

choose ‘ahf‘éysltem based on a en
standard with a healthy ecosys-
tem of competing suppliers.

Long-life equipment

The electricity grid is built to last
and the communications system
should be too, with carrier-grade
equipment designed for a 15-year
life. Support agreements should
guarantee service and spares
availability to suit the critical na-
ture of the utility supply system
throughout that time.

Vendor stability

Communication technology ven-
dors need to show that they’ll
be around for the lifetime of the

grid devices. The

gies can also prov.
voice and data services
mobile workforce.

TETRA offers data with ex-
tremely low latency that allo
near-real time monitoring @ )
control of transformers and di
tribution lines. provides
reliable gro ing, individual
calls and data services for main-
tenance personnel. Reliable voice
communication enables better

workforce management.

Pay-as-you-grow

Your chosen solution should al-
low you to start smal
up cost-ef
wide deplo

vely t_c;_."a nation-
, as and when
op

TETRA is hardened for police
and military use. It offers a wide
selection of high-level encryption
options to protect data traffic. Se-
cure authentication ensures that
unauthorised equipment cannot
be connected to the smart grid
and jamming detection alerts you
immediately i eone is trying

n smart grid commu-

ications
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SOLUTIONS

KEPCO - A successful smart grid

KEPCO provides energy distribution across South Korea and has been running a Cassidian
TETRA system to control its electricity distribution grid since 2007. The system supports auto-
mated power distribution, transformer monitoring and mobile workforce management.

Key achievements are:

Control time of power grid equipment reduced from 5 seconds to 1.8 seconds

Monitoring time for a transformer reduced from 10 seconds to 4 seconds. This has re-

sulted in tangible business benefits for KEPCO and its customers:

The rate of power loss in distribution in year 2011 was reduced to only 3.69%

Response times to incidents are dramatically shorter. The average power outage time per

customer was only 12.4 minutes in 2011

The shorter response times have brought better customer satisfaction

Operational costs have been lower, thanks to the efficient communication system and the

applications that use it.



PICTURE THIS

BEYOND
JAMES BOND

We all love how James Bond overcomes

his enemies with the help of hi-tech
gadgets supplied by the ever ingenious
‘Q’. Yet, what if ‘Q’ became ‘C’ (for
Cassidian of course)? With some of C’s
technology, there would be no need for
cigarette lighters that doubled as radio
transmitters or a TV in a watch.

PAGER ON A KEY CHAIN OR
WRISTWATCH

This regular pager was not very
sophisticated, despite being con-
cealed as an everyday object. In-
stead, use the from
Cassidian.
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LEKTOR DECODER
This typewriter-sized de'codi.ng
device was used to decipher en=
crypted Russian messages. These
days, bad guys cannot decoc
your confidential radio comm

! |
nications when you use ki
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CLEOTHING BRUSH
COMMUNICATOR
As its name suggests, this was
aradio hidden inside a clothing

brush with a key, allowing it to

transmit messages in Morse code.
Messaging via Morse code is so
last season. Cool operatives use
their secure radio to tap text mes-
sages using

THE FELIX LIGHTER

This radio transmitter/receiver
disguised as a car cigarette light-
er allowed Bond to contact his
friend. Yet, why not go even more
invisible? We recommend that Mr
Bond uses the thinnest terminal
out there, the TH1n, which will

TB3p mini TETRA base station

COMMUNICATIONS ON THE MOVE

B\ (ORANISDRIOR GADGETS WITH ‘C’

fit perfectly in the pocket of his
trademark dinner jacket — just use
the pocket clip holder to place it
conveniently. As the radio is so
slim it is not visible to outsiders.
Bond merely needs to connect a

discreet headset to listen and talk.

DXT3p TETRA switch

The TB3p mini base station has been integrated into a piece of nifty

carry-on luggage. Using a mini base station will bring secure commu-

nication services even to areas with no network coverage whatsoever
— such as the North or South Pole, the Sahara desert, or, who knows,

even in orbit.

And if you need even more features than a smart standalone base sta-

tion can provide, you can use the DXT3p switch. It fits easily into the

trunk of an Aston Martin, between the machine guns and rear firing oil

sprayers.
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e looks like any of us
and does the
things we do - walking

same

in the street, sitting in a
café, or watching a sports event.
He could be wearing a business
suit, jeans with a T-shirt or sport
clothes with a smartphone head-
set. Just an ordinary guy that no
one would pay any attention to.

Yet, this is no ordinary man,
doing everyday things. He is on
duty - a security officer, a body-
guard or a secret service agent.

He is a professional in a covert

30 www.keytouch.info

operation, perhaps guarding a
building or securing a VIP person
or one of the many other duties
that require a covert radio and ac-
cessories. To maintain his cover,
he wants no-one to know he is
carrying a professional radio or
to see him using it.

The Cassidian THIn TETRA
radio is small yet offers high emit-
ting power, making it easy to con-
ceal. Thanks to the smart accessory
interface, TH1n can be adapted for
covert use with special accessories
that provide a complete outfit.

Optimum coverage can be
achieved by changing the stan-
dard antenna to a dipole. Carry-
ing the terminal, antennas and
cables is made easy with a very
light and comfortable harness
(see picture).

Another feature is a smart ac-
cessories interface that allows
clear transmission and reception
through the use of transduction
or induction technologies and
earpieces. Finally, a smart Re-
mote Control Unit allows the
user to change channels re-
motely, both in Trunked and
Direct modes, change the
audio volume, mute the ter-
minal and access any other
specific features he needs.
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Talk groups

Know where

they are

before you ask

ver wonder how the
some of the unique fea-
tures of Cassidian radios
are created?

A few years ago a group of
Cassidian R&D engineers were
having a coffee break and began
talking about how much com-
munication and phone calls have
changed since they were children.
As they talked, they realized a cu-
rious thing - most of today’s mo-
bile calls begin with the question
‘where are you? ‘

One engineer pointed out that
this never happened when people
were calling landline numbers in
offices or homes — the caller knew
where they were calling. How-
ever, in the mobile world, people

don’t usually know where their
call is being answered. Yet, peo-
ple are curious and want to know
where the other person is.
Discussion led to TETRA us-
ers, whose whereabouts are even
more important, in fact vital. In a
tricky situation it might be critical
to know where your colleagues
are - where is the nearest team
member who can help me?
Brainstorming the idea, the
engineers came to the idea that
the location of the caller should
be shown on the display auto-
matically and instantly, because
there is no time for a conversa-
tion. And that is how the “Where
are you?” feature was conceived.
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DID YOU KNOW
that your phonebook
IS NOW twice

the size?

he latest phonebook in Cassidian TETRA radios
is almost double the size of previous versions.
The old phonebook had a maximum of 255 en-
tries, but the radios can now hold up to 500 entries.
This is a huge extension to your range of contacts.

SENSATIONAL RADIOS

What's more, up to five numbers and up to two text
notes can be saved for each contact in the phonebook.
That means that a full 500 contacts can equate to 2500
phone numbers at your fingertips.

Each number in a given entry has to be assigned a
specific number type, which can be one of the following:

PRIVATE - if the number is a TETRA number other
than an abbreviated TETRA number.

ABBR. NUMBER - if the number is an abbreviated
TETRA number (Fleet Specific Short Number-
ing — FSSN).

PHONE - if the number is a public telephone network
(landline or GSM) number.

OFFICE EXT. - if the number is an office extension
number.

The first number saved under each name is automati-
cally set as the name’s default number and is dialled
automatically unless you select an alternative number.

The phonebook is very easy and quick to ac-
cess. Just press the right selection key for Names
when the radio is in standby mode. Of course,

the phonebook can also be accessed via the

MENU/CONTACTS.



TETRA PAGING

creates new ideas

any people still pic-

ture a pager as a

small beeping device

showing only which
phone number to call when the user
can get to a landline telephone. Pag-
ing today offers much more, includ-
ing advanced solutions that make it
a valuable tool in day-to-day opera-
tions.

The basic idea remains the same:
to alert people on duty when they
need to respond to an incident. The
alerted individuals are often profes-
sionals, but they may also be volun-
teers. In any case, they’re needed
to help handle a critical situation.

Thanks to secure, advanced TETRA
networks, paging solutions will have
many more features and functions to
offer in the future.

Paging devices

Old-fashioned, basic paging is not
efficient in the modern world, where
dispatchers are often looking to pass
critical information directly to the
alerted people. Instead, it’'s paging’s
features that make it useful.

For instance, the paging device
can show the priority or severity
class of the alert and a timer will start
running. The user must accept the
alert before the timer runs out, or the

system will record that they’re not
available. This is useful because the
dispatcher instantly knows which re-
sources are available for call out.The
pager display must be big enough to
show all the important information,
so that personnel know what to ex-
pect once they arrive at the scene of
the incident.

The pager needs to be compact
and the antenna should be integrat-
ed within the device, so it is conve-
nient to carry in a pocket. It should
also be rugged and resistant against
dust and water. Most of all, it should
be very easy to use with long battery
life. Ideally, the user should also be

KeyTouch 3/2013
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SOLUTIONS

able to carry out any software up-
grades and terminal configurations
over an IP network by connecting the
pager to their home PC. This would
reduce the need to take the device to
a service point when the pager set-
tings need to be reconfigured. Being
able to update the pager at home,
for example, would make life much
easier for volunteer firemen who do
not regularly visit the fire station.

Simple or full paging?
Paging solutions nowadays can pro-
vide anything from a simple call-out
to a wide feature set. In countries
such as Germany, where the majority
of fire brigades rely on volunteer fire
fighters, paging with a simple call-out
is a perfect solution. Volunteers may
be drawn from many different profes-
sions, but they each have their own
specified task within the fire brigade.
These part-time volunteers don’t
need to be involved in the public
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safety authorities’ voice communica-
tion during their normal working day,
when they may be busy as teachers,
nurses or office workers. The impor-
tant thing is that they are reachable.
A powerful and simple pager with a
long-lasting battery and simple set
of features is therefore the best so-
lution. Voice communication is usu-
ally not needed, since the users only
need to accept or reject the alert by
pressing a key. An alert gathers the
volunteers together at the fire station
for more detailed instructions.

Full call-out can be a better so-
lution for professionals, such as fire
fighters who are on call at home. Full
call-out normally requires a TETRA

radio with a paging feature. After
the user has accepted the task, the
radio can move to an information
phase and the dispatcher can pro-
vide everyone in the alerted group
with more details about the mission,
via either text or voice. Those officers
who accepted the task can even
start a group call before they get to
the fire station. This means that the
group starts preparing sooner for
whatever situation they face.

Of course, it's not just emergency
organisations that can benefit from
advanced call-out features. They can
also help organise other field opera-
tives, such as maintenance person-
nel. With this type of task manage-
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ment, maintenance technicians could
be called to their next job by a simple
pager and press the “accept” or
“done” key to let the dispatcher know
once the job has been completed.

Operators can benefit

TETRA paging also offers benefits for
network operators who can use their
existing TETRA infrastructure, which
is more cost effective than running a
separate, dedicated paging network.
Pagers are light users of the network,

because they don’t require voice
communication. A good balance of
radios and pagers can therefore help
to optimise the use of network re-
sources. Operators might also attract
new users who normally use GSM
communications but are looking for
task management features. During
major incidents, the public mobile
phone network is often jammed with
too much simultaneous traffic, but
TETRA provides more secure com-
munications. In addition, a pager

scores well in terms of information
security, because the risk of misuse
is minimal if it gets lost or stolen.
Operators and dispatchers can
also benefit from the advanced filter-
ing features available in paging. Each
user can have a specified role, such
as a chemical expert, for example.
That person need only be alerted if
chemicals expertise is needed in a
particular incident. This function can
be automated so that in an emer-
gency when every second counts, the
dispatcher can simply send the alert
and the pagers will handle the filtering.

Future trends
Because demand for paging in
TETRA seems to be growing, opera-
tors, organisations and users around
the world should take some time to
define their needs and use cases.
Stakeholders should get up to speed
with what's possible with paging
in TETRA and get ready to make
the most of the technology. Paging
might bring new opportunities and
new ways of working with existing
TETRA systems.

See the new active
TETRA Pager in action
at Cassidian stand in
PMR Expo 2013.

Outstanding radio
performance in robust
and compact design.




assidian has supplied
Hambantota Interna-
tional Airportin Sri Lan-
ka with a secure TETRA
radio communication network
based on its Claricor solution. The
network includes an Automatic
Vehicle Location (AVL) function
and is ready to be integrated with
additional planned systems.
The new TETRA network has
50 airport authority users, help-
ing to make their work easier and
more efficient. Users have listed
the most useful features as SDS,

Text Messaging, Group Call, In-

dividual Call, Emergency Call,
Radio Tracking by AVLS and Am-
bient Listening.

Claricor is Cassidian's solu-
tion for small to medium-sized
networks. Designed to meet the
needs of airports and for use in
the industry and transport sec-
tors, Claricor offers many of the
advanced functions of larger net-
works including secure voice and
data services, individual calls,
group calls and dispatcher func-
tions. In addition, Claricor can eas-
ily expand from covering a small
group of users served by a single

|
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site to becoming a fully-fledged
network addressing the needs of
several thousand subscribers.

The
commissioning and activation

system’s installation,
were performed by a Cassidian
team based in India in close coop-
eration with Sri Lankan company
Queens Radio Marine Electronics
(Pte) Ltd, Cassidian's value-add-
ed reseller (VAR).

Cassidian was chosen by China
Harbour & Engineering Company
Limited (CHEC) of Sri Lanka to
supply the communications net-
work to the airport, which was in-
augurated by the President of Sri
Lanka in March 2013 as the coun-
try’s second international airport.

This is the second TETRA sys-
tem installed by Cassidian in Sri
Lanka, following that for Banda-
ranaike International Airport, Co-
lombo. The most recent order is
for additional Cassidian TETRA
terminals to be used by various
departments at the airport.

PHOTO © ROHAN KARUNARATHNE / Demotix/Demotix/Corbis




THR9 Ex and
.« ¢ “Claricor® 3

*2°a perfect

match
for oll and gas

s with many other in-

dustries, oil and gas

production faces the

challenge of managing
and controlling critical communi-
cations. The industry also has the
further challenge of working in
an explosion prone environment.
Overall, the oil and gas industry
needs a reliable, secure and ad-
vanced communication system
that can be used safely in such
circumstances and can also con-
nect to the public phone network
when needed.

The industry’s facilities, such
as refineries, are often located in
restricted areas, for which a na-
tionwide network will often be
adequate to provide coverage.
However, if such network is not
available, a perfect alternative is
Cassidian’s Claricor® 3 - a smart
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network solution that can be
developed from a single stand-
alone site to a multi-site system.
Claricor provides field-proven
TETRA technology with excellent
features and reliability, criteria
essential for oil and gas applica-
tions.




Yet, a network on its own is
nothing without cleverly-fea-
tured and well-equipped radios.
The THR9 Ex radios from Cassid-
ian meet the demanding require-
ments of oil and gas users and are
fully compatible with the Claricor
system.

High value with low investment
Claricor is a low cost system that
is quick to roll out. With its com-
pact size and standardized TET-
RA features, it offers 'public safe-
ty reliability’ for business critical
users'. Claricor has the highest
number of TETRA features on the
market, making it a perfect pair
with THR9 Ex in oil and gas use.
Both are quick and easy to learn
and use, making the combina-

tion a high quality, cost-effective

choice. Seven reasons for choosing
Claricor with THR9 Ex

THR9 Ex - a radio filled with
features

THR9 Ex is a fully featured TET- 1) The complete system of CLARICOR 3 and THR9 Ex is the perfect

RA radio with a user-friendly,
logical menu. Its alphanumeric
keypad and many programmable
function keys make it easy to use.

The THRY Ex includes the
same unique features only avail-
able in Cassidian radios, such as
Lifeguard, Where are you, voice
feedback and Java platform for
tailored applications. It also has
a powerful, 2000 mAh battery for
long operation time and the abil-
ity to change the battery inside
the Ex area, enabling top perfor-
mance in demanding environ-
ments.

solution for the oil and gas industry, providing all the secured com-
munication needed. For example, Claricor 3 is an excellent bearer
for SCADA information used to supervise oil pumps and pipes

The radio transmission coverage is the best on the market for such
a small system

Claricor uses equipment built to last, giving a long life and cutting
the need for constant maintenance

The THR9 Ex user can stay focused on the job without any con-
cerns about working in an Ex zone, as the radio offers the highest
level of protection for all types of gas

The THR9 Ex is the most robust radio available, able to work in harsh
environments. Knocks and drops are not a problem for the device
The THR9 Ex battery can be changed in an Ex area, so no need to
worry about loss of power. Also the ability to connect and discon-
nect accessories inside the Ex area provides tremendous flexibility
for very efficient working

Everyday work tasks are made easier by the radio’s clear user
interface, offering advanced features and the ability to display user-
friendly applications on an extra-large colour screen.
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Building a safer
world — Next

(Generation

Emergency Call

Processing

NGI-1-1

he most significant change
in Public Safety commu-
nications over the last 30
years is occurring right
now, part of a process that will
continue for many years to come.
That change is the adoption of
Next Generation 9-1-1 (NG9-1-1).
What does this mean for the daily
operations of control rooms or
PSAPs (Public Safety Answering
Points) and why is the adoption
of NG9-1-1 so critical for everyone
involved in an emergency call?

Let’s start with a
hypothetical situation.

Imagine a family returning from
their vacation when suddenly,
without warning, a car crosses
into their lane and hits them
head-on. The father is in the
driver’s seat and mother in the
passenger seat; three children
are in the back with the baby in
a car seat. Everyone in the family
is now in a life threatening situa-
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tion, where seconds can mean the

difference between life and death.

In today’s world, how would
they get help? If they are un-
conscious or unable to make an
emergency call, their only option
would be to wait until someone
stops to help. In a NG9-1-1 world,
it would be very different.

Cars send their own
emergency calls

First, the car would automati-
cally call for help as soon as the

telematics within the vehicle

recognized that an air bag was
deployed. Known as Automatic
Collision Recognition or ACN,
the information would be sent to
the control center or PSAP and
could include, how fast the car
was traveling, its location within
a couple of meters, the owner’s
name, the driver’s name and a
medical history of not only the
driver but the family as well.

All of this information would
be immediately displayed on the
call taker’s screen. If there is a
closed-circuit television camera
at the scene of the accident, the
video image of the crash could
also be transmitted to the call tak-
er. He could further benefit from
photos, videos and SMS from
people at the crash site.

Accurate location and key
personal information available
immediately

All these important details would

be broadcast to the police, fire
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PICTURE THIS

and ambulance services, based
not only on the location of the
accident, but also the personnel
closest and best suited to handle
that particular incident. The data
would also be instantly forward-
ed to the receiving hospital so
they can begin preparations for
the emergency care.

Improved interoperability
NG9-1-1 also facilitates the shar-
ing of information between agen-
cies. This means that first re-
sponders across a country, a state,
a province or a city, can com-
municate seamlessly over the IP
network and share all necessary
information.

The importance of NG9-1-1 is

emphasized by Gigi Smith, Presi-

dent, Association of Public Safety
Communications Officials (APCO)
“The
of Next Generation technologies

International: emergence

in both 9-1-1 and first responder
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broadband communications repre-
sent the most significant advance-
ment in emergency communica-
tions in over half a century.
“These new technologies pro-
vide an opportunity for citizens,
telecommunicators, dispatch-
ers, and first responders to share
critical data, in near real time,
across multiple platforms and ju-
risdictions. APCO will continue
to support the universal imple-
mentation of Next Generation

technologies and the lifesaving
capabilities they bring to com-
munications centers and first re-
sponder agencies.”

Overall, NG9-1-1 offers com-
munities smarter ways to keep
everyone safe by providing more
accurate and more useful forms
of information to save more lives.
It is the evolution and integration
of technologies that will allow
people to protect their communi-
ties more than ever before.
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8 — NG9-1-1 inside out

Today’s hottest

trend in emergency
response centres is

Next Generation 9-1-1
(NG9-1-1). Although there
is a lot of talk, the field
has few true experts on
the subject. Key Touch
outlines for you the key
technologies behind Next
Generation 9-1-1 and

112 solutions. What’s
important to remember
as you read on is that
NG9-1-1 applies to all
emergency systems,
whether it is 1-1-2 or
9-9-9 or any other number
used for Public Safety
Communications and
response.

Components of NG9-1-1:
Multimedia and intelligent
information processing
NG9-1-1 brings a dramatically new
way to make emergency calls, with
some people saying it sounds almost
like science fiction. In reality, it is Pub-
lic Safety joining the 21st century.

“NG9-1-1 involves two compo-
nents,” says Jeff Wittek, Chief Strat-
egy Officer for Cassidian Communica-
tions. “First, it allows control centres
to accept non-traditional packet com-
munications, such as text messages,
images and video. The second com-
ponent is the intelligent processing
that makes all this information useful
to dispatchers and responders.”

IP communications

NG9-1-1 is the ecosystem of hard-
ware, software, databases and other
components that allow Internet Pro-

tocol (IP)-based communications with
and between control rooms or PSAPSs.

a Getting technical

Moving emergency call process-
ing to IP-based communications is
critical because IP and multimedia
saturate our day-to-day personal and
business communications. While we
use real-time text and video to com-
municate on a daily basis, our meth-
od of communicating with emergen-
cy call takers has not changed.

NG9-1-1 enables us to make
emergency calls from any commu-
nications device on any IP-based
network, using the same tools we
use today in our personal commu-
nications. And just as importantly, it
will allow emergency call takers to
respond with tools and information
they do not have available today.

Help requests from

A true NG9-1-1 solution does not
care about the device the request
for assistance comes from, whether

by telephone, VolP phone, mobile
phone, satellite phone, email, text
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chat, SMS (short message service),
video, chat, remote alarm, monitor-
ing alarm, telematic crash notifica-
tion, analytic-based alarm or other
means. The call taker and first re-
sponders can operate with better
intelligence, direction and control.

i3 architecture orchestrates
NG9-1-1 communication
Several key elements create the
foundation and the engine for the
NG9-1-1 ecosystem. Let’s begin with
i3, which provides the framework
for the NG9-1-1 architecture. i3, as
defined by the National Emergency
Number Association, (www.nena.
org) determines how the networks,
devices and components will interact
to enable the multimedia communi-
cations between the people reporting
incidents, the emergency call takers
and responders in the field.

ESInet enables seamless
information sharing between
control rooms
The next important element is the
Emergency Services IP  network
(ESInet), which is an IP-based ‘net-
work of networks’ that can be used
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to connect and provide communi-
cations services for all agencies in-
volved in an emergency response.
With the ESInet, control rooms
and PSAPs are no longer isolated
from one another or only connected
to the other control rooms that share

the same selective router. Instead,
they can communicate seamlessly
over the ESInet using a common
communications protocol, Session
Initiation Protocol or SIP.

Find call locations quicker
with geospatial routing
As well as moving to SIP-based
communications, the i3 standard
also includes major changes in how
emergency calls are routed, moving
from the current tabular-based rout-
ing process to one using GIS (geo-
graphic information system) data.
The ability to use geospatial rout-
ing brings major benefits, particularly
in countries where caller location infor-

mation is not accurate or where street
numbers are not used. NG9-1-1 uses
GIS data because it is more detailed
than existing tabular-based routing
files and improves the accuracy of the

information for the dispatcher receiv-
ing the call. In an NG9-1-1 world the
call, caller ID and a validated loca-
tion are embedded as a SIP object
and delivered ‘intelligently’ across an
emergency communications network
to an intelligent workstation.

Enabling networked

NG9-1-1 revolutionizes the way an
emergency callis handled. It expands
the call taker’s ability to receive data
from many sources. The i3 architec-
ture shifts the decision process and
associated database elements into
the ‘cloud’, making it possible for
control rooms and PSAPs to use the
ESInet to transfer emergency calls to
other control rooms along with the
related incident information.

Better service and efficiency

In addition to revolutionizing the
way an emergency call is handled,
NG9-1-1 also brings benefits in re-
source allocation.

An IP
easier and more cost effective to
staff and plan for disaster recovery.
It’s no longer necessary to have one
control room per province or city -
with the dynamic routing capability,
(Emergency Service Routing Proxy,
or ESRF), control rooms are no lon-
ger restricted by location. Based on
economics, agencies can decide
whether it is more cost-effective to
have four control centres at strategic
locations within a country or province
or state, or five or six.

NG9-1-1 gives Public Safety
agencies the freedom to build the
emergency response system they
need, for today and into the future.

infrastructure makes it



Fu‘eﬁghters in Belgium now automatically get the
vital information they need to tackle an incident,
without having to sh manually through stacks
of paperwork that may be of date Y

hen firefight-

ers arrive at an

incident, they

want to get on
with saving lives. They don’t want
to wade through reams of paper
to find the vital information they
need. Yet that was the situation
facing the firefighters of Ghent
fire department.

“Firefighters had to bring with
them all kinds of information on
paper - operational instructions;
drawings and diagrams; instruc-
tions to find the key locker of the

-

building,” says Captain Com-
mander Sam Gydé, head of IT for
the department. “On the way to the
incident, or at the incident scene,
they had to browse through thick
bunches of paper. Many times, the
papers were not the right ones.
Too often, they had to use the ra-
dio, to check things with the com-
mand centre. This obviously took a
lot of valuable time.”

A better way
Looking for a more efficient way
of sharing information, the fire
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department discovered
SAFEcommand, a system
that provides real-time lo-
cation intelligence for staff
and vehicles.

Says Gydé: “We saw
the SAFEcommand dem-
onstration in 2011, were
instantly interested, and
the local Cassidian office
arranged for us to visit
the South Wales Fire and
Rescue department in the
UK to see the system in
operation.

“There’s a good back
office solution and the front
end is very easy to use. We
knew right there and then
that SAFEcommand would
deliver what we needed
from the system.”
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Now, when the alarm
goes, the firefighters sim-
ply get their gear, climb
into the fire trucks and go.
There is no need to look
for folders or papers as the
vehicle already has every-
thing they need.

SAFEcommand  puts
frontline fire crews in direct
contact with the command
and control room via a
vehicle-based computer,
as well as giving them
easy access to resources
such as tactical plans, risk
information and standard
operating procedures. The
firefighter only needs to tap
on the map display, which
is centered on the incident.
Users, both in the vehicles

Captain Commander
Sam Gydé, head of
IT for the Ghent fire
department

and in the command and
control room, have infor-
mation on the incident
available immediately, as
well as status updates and

location information.

All information at
hand...

Gydé outlined the great
benefits that SAFECom-
mand is bringing to the
service: “lt was frustrat-
ing to have to call the
C&C and ask them to
send the contact number.
SAFEcommand
the contact numbers, and
we save precious minutes
not having to ask for them
over the radio.

shows

“We also see on the
map where the building
key lockers are. The keys
to the doors of the building
are kept in the key lockers
which the firefighters can
open with their own keys.
Sometimes, the lockers
are not easy to find with-
out the map information.”

For fire hydrants alone,
there are several pieces of

i B

information critical to fire-
fighters. SAFEcommand
can show the location of
fire hydrants on the map,
as well as other vital infor-
mation such as if they are
working, when they were
last checked and their
sizes.
SAFEcommand
saves time on status re-
porting, automatically and
accurately recording ar-

also



rival and departure times
on site.

The system allows field
units to plan their actions
on the way to the incident.
The solution shows how a
building is located, or the
easiest way to get to the
back of a house. With car
crashes, SAFEcommand
shows fire crews the easi-
est way to cut the vehicle
to rescue casualties.

...easily uploaded
Operators  update files,
maps and drawings from
the command and control
room to vehicles at the inci-
dent location by pushing in-
formation over a data con-
nection. The system also
allows the vehicles to send
various status messages,
requests and location in-
formation to the command
and control room.

On call, several car-
riers are used, currently
broadband, 2G networks,
TETRA, as well as Wi-Fi
near the fire stations. A
secure MVNO making use
of all available 3G mobile
networks would be ideal,
and the local TETRA op-
erator ASTRID is planning
to implement this.

When the vehicle is
back at the brigade HQ,

the data are automatically
uploaded through Wi-Fi.

Concludes Gydé:
“SAFEcommand makes
our life easier. In tough
situations, it’s a great sup-
port.”
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ilip Ledoux is the team leader for
25 Red Cross volunteers that
operate ambulances in Tielt, Bel-
gium. He explains why ASTRID
radios are important to him and his team.

“As ambulance men, we use a mobile
radio in the ambulance. And now that the
112 emergency call centre at Bruges has
adopted ASTRID, they can send the inci-
dent location directly to the ambulance,
where we see it on the GPS. This is very
practical,” he says.

“We need to know very well how to
operate and work with the radio because
we need it most in stressful situations. AS-
TRID radio training is part of our training for
ambulance work. We also have the oppor-
tunity to take annual refresher courses.”
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These articles are based on stories from
Astrid's own customer magazine SWITCH.

Radios
enable
Cross-
agency
cooperation

Waterloo

he battle of Waterloo took place
in June 2013 in Waterloo, 15 km
south of Brussels. At least, its re-
enactment did, with 900 actors
stationed in and.around Waterloo for the

weekend.
The * troops slept in tents on straw, ate
_ like thi ers in 1815 and brought the

struogle een Napoleon's
ton’s armies tolife. - -: £

Organisers relied on a more up-to-date
solution in the shape of ASTRID adi
‘which they used to communicate.
army camps were. 5 k.m apart, whi

= far for Tun- of‘-t

b

S TR
d.f .
ASTRTD ) not nly prowded the ne,ces3 s 9

~sary fgveﬁgb,f afq_o eq'abled’ﬁe,qxbam .1"' .

have ASTRID radios of tl;elr own.
Durmg the event, .45 police ofﬁcers, 3

isers to keep in touch w‘lt‘H-'loWh staff who

fire fighters and medical rescue personnel
from "Waterloo secured the safety of the,
8,000 visitors who had come to watch the

re-enactment. With  demonstrations -and
A 1




ustoms officers on the moto

gion of Namur, Belgium, did not

to help the victims of a car accident that
they came across when returning from an
operation. Even though their base was some distance
away, their ASTRID radios made it easy for the of-
ficers to contact the nearby provincial control room
in Namur. Controllers then dispatched traffic police,

fire fighters and the scene without delay.
The officers’ fa: i ’d lives. They

EVENT SECURITY

* L

B /e ey T
 Q&A sessions in addition to the re-enacffy,

* ment, it 'was ‘a great opportunity to grab

_* some hands-on history: '
| [t So while-infantry and cavalry forces
3 _clashed on the battlefield, there was one
 other crucial difference between events‘in
- 1815 and 2013. There were no real-life ca- =~

P e

i sualities in 2013!

e 3 : } KeyTouch 3/2013 49



EVENT SECURITY

inland’s next generation
of public safety special-
ists got a head start over
the summer with a spe-
cial, week-long camp for mem-
bers of the young people’s fire
brigade and their trainers. More
than 500 people took part in the
Baptism of fire camp at Padasjoki,

which featured a range of safety

skills training courses tailored to
different age groups.

Just as they do during profes-
sional public safety operations,

50 www.keytouch.info

|
Y-

the team caring for the junior
fire fighters spent the week com-
municating over a radio system
based on TETRA technology -
namely a Cassidian base station
and 50 Cassidian radios. Good
radio communication was vital to
help the organisers to co-ordinate
activities, which often took place
over a wide area.

Teemu Lehtinen, head of safe-
ty at the camp, said the TETRA
radio technology functioned ex-
tremely well in providing effec-

tive communications through-
out the week: “It was great to
have our own network as well
as dedicated talk groups. Com-
munications [worked] without
jams or interruptions and, as a
system, TETRA was very easy
to use. One reason for this is
that the functions are the same
as in [Finland’s public safety]
network, VIRVE. Also the radio
equipment was familiar already
from the fire department’s op-
erations.”




The camp organisers also took
the chance to try out the new
THIn radio from Cassidian. The
experiences were generally very

positive, even though some of
the features of the new radio are
slightly different from the older
models, such as the volume ad-
justment and talk group selec-
tion. Some features were instant
hits with the team, such as the
new counterbalance shoulder
holster. This solution bends over
the wearer’s shoulder and is held
firmly in place by magnets.
Cassidian has now worked
successfully with the camp or-

ganisers for several years, accord-

ing to Mr. Lehtinen: “It's great
that we have been able to use
reliable communications during
the camp, as well as test-try in-
novative models [and] carrying
solutions.”
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CYBER SECURITY

A trainin
centre io

address

groN

cyber secur

threat

assidian CyberSecurity has

opened a training centre to

improve the knowledge and

expertise of anyone from Cas-
sidian/EADS and its customers involved in
fighting cyber security threats. Increasingly
sophisticated attacks have made it essen-
tial to train and regularly update experts,
analysts and operators in dealing with new
attack scenarios.

With facilities in France, Germany and
the United Kingdom that include auditori-
ums, classrooms, and test and experimen-
tation platforms, the CyberSecurity Train-
ing Centre focuses on three main areas.

Hands-on and academic training
First, the centre provides awareness and
technical training for cyber security ex-
perts. The 50 modules in the courses are
based on practical exercises in coping
with new vulnerabilities in areas such as
prevention, detection and reaction.

The CyberSecurity Training Centre
also offers an academic cooperation pro-
gramme that develops partnerships with
universities, engineering schools and cyber
security professionals in areas such as risk
assessment, practical exercises in fighting
cybercrime, doctrine and legal aspects.
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The third aspect aims to raise the aware-
ness of high-ranking managers with regard
to IT security issues and to train them in
close collaboration with the government of-
fices responsible for national security.

Al these programmes take into ac-
count national security restrictions and
specific aspects of each of the three home
countries. These programmes are available
for all audiences and tailored to each spe-
cific need, both for internal Cassidian staff,
EADS employees and external customers.

The French space agency, CNES, has
recently awarded Cassidian CyberSecu-
rity a contract to provide its staff with cy-
ber security awareness. The contract will
cover all users of its information systems,
including basic users, managers, decision
makers and IT managers.

Boost overall security

The objectives are to improve the overall
security level, educate managers and ex-
ecutives with a view to implementing an ef-
fective information system security policy,
raise the awareness of teams to the new
threats emerging on a daily basis and, fi-
nally, empower and change the behaviour
of users by instilling in them a true security
culture.



motion sensing
cameras are familiar to
most people thanks
to the popularity
of Microsoft
Kinect. But
they are not
all about fun
and games.
In fact, the
shrinking size and
weight of the cameras
mean that we are going to be seeing
these motion sensing technologies
embedded in a range of public safety
equipment in the coming years.
Delicode Ltd is a start-up based
in Helsinki that specialises in design-
ing and developing software and
user interfaces for these novel sen-
sor technologies. Working together
with Cassidian and the Laurea Uni-
versity of Applied Sciences, Delicode
is currently researching applications
that combine a 3D camera with a
very small unmanned drone, or Mi-
cro Air Vehicle (MAV).

Cassidian gave its customers a
chance to find out how it feels to fly
during an event, allowing those who
were brave enough to experience
how advanced computer vision and
controls allowed them to pilot the Mi-
cro Air Vehicle with their own body
movements. The demonstration was
based on Delicode's NI mate™ soft-
ware toolkit.

Innovative ideas from users
During the experiment security pro-
fessionals were also asked how they
might use this type of innovation in
their work.

The first idea was to mount a
depth camera on a fire fighter’s hel-
met, which could send video back to
the team leader or commander from
the scene of an accident, especially
in challenging visibility conditions.
The ability of 3D motion sensing
cameras to ‘see’ in total darkness
was also highlighted as potentially
helpful for police and defence agen-
cies, who could use them for surveil-
lance and tracking.

Delegates also identified more
routine public safety situations where
the cameras might be helpful, such
as keeping an eye on student move-




ments in and around schools or
safeguarding workers in industrial
environments, where people are
sharing space with potentially haz-
ardous machinery and equipment.
Add an MAV into the equation
and the possibilities are even wider,

from peeping over walls
to checking radio
towers without
sending  person-
nel up a ladder.
They could also
race above traffic jams
to check out the scene of a
road accident, or could be used rou-
tinely to monitor traffic flows and im-
prove highway controls. They could
even be sent through metro tunnels
to provide rapid feedback on any un-
derground issues.
Their ability to access tricky ar-
eas would enable these depth vision
enabled ‘flying eyes’ to make short

SENSATIONAL RADIOS

he revolutionary new THIn radio from

Cassidian has a smart accessory interface,

which makes it far easier to work with the

latest smart, multipurpose accessories that
can operate as cameras and code readers, such as the
3-in-1 Multi Handset.

For example, the interface enables accessories to
take pictures and show them on the radio’s built-in
screen before storing, sending them or reading bar-
codes. At the same time, users can transmit voice or
control the radio through the same smart interface,
just as they would through the TH1n’s own keypad.

This interface also supports accessories with
voice feedback commands, keeping the user’s eye
focused on the job in hand rather than fixed on the
radio or its accessories.

Voice, data and remote
control functions are all
available.

The same solution is
available also for THR8
and THRY9i series ra-
dios.
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work of searching difficult terrain
to pinpoint missing people during
search and rescue operations in re-
mote areas. Conversely, they could
make crowd control easier at mass
events, improving the safety of thou-
sands of people at once.

Public safety and security opera-
tions must evolve constantly to meet
the changing needs of today’s soci-
eties. New sensor technologies will
play a vital role in providing a cost-
effective way of serving the public
better in the future.

Innovation
for everyday
use




ore than 3,000 com-
M munications profes-
sionals thronged

Paris Nord Villepinte for this year’s
Critical Communications World for
the chance to learn, network and
do business.

Cassidian was a major ex-
hibitor, presenting its latest radios
and the most secure networks,
as well as adaptable command
and control systems. Highlights
of the Cassidian stand included
Taqto® 2, a smart terminal man-
agement solution, RCS9500 Ra-
dio Console System, the new Cla-

lIR's Liz De Bruijn with the TH1n radio.

ricor® 3 professional radio system
capable of serving up to 5,000 us-
ers, an integrated LTE PMR solu-
tion, TETRAPOL Tactical cells and
Smart Grids, as well as solutions
for operators and cyber security.

The event was a great oppor-
tunity to meet a wide range of pro-
fessionals all under the same roof.
The Cassidian stand was popular
throughout the whole event.

Next year's event is in Bang-
kok on the 27-29 May 2014, so
stay tuned for news of Cassidian’s
participation.

These two quotes are typical of the comments:

“Without them we wouldn’t be able to talk
to each other. The radios are incredibly easy
to use, with excellent voice quality. Commu-
nication works wherever we are at the event.”

Sarah Bishop, IIR Event Manager

“Smallest and lightest handset we have
used in 12 years with great functionality. Re-
ally easy to switch groups.” Russell Bacon,

IIR Sales Manager

>
_ *"

Critical Communications World
organizers acclaim THIln

assidian’s ground-breaking TH1n radio
received much praise from the orga-
nizer (IR Telecoms & Technology)
of Critical Communications World
which used the devices to help run the event.
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TETRA tested in
multinations

This Septe_mber saw Norway, Sweden, Finland
and Russia cooperate in Barents Rescue 2013,
an exercise held in the Tromsg area of northern
Norway. The exercise aimed to develop and
improve collaboration and communications

,_qyent of dlsasters -.

In the exercise, “the accident” happened
close to Tromse on the edge of Storfiorden
fiord. A massive boulder collapsed into the
fiord, causing a huge wave as well as land-
slides. Not to make the authorities’ work
too easy, the organizers also programmed a
road traffic accident in a tunnel close by. The
youth camp organized in the region, as well
as mountain hikers, made the accident scene
even more demanding.
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The exercise made use
of the Finnish TETRA
network, VIRVE. State
Security Networks Ltd,
which operates VIRVE,
enabled reception in the
Storfjorden area using a
satellite connection. This
meant that the Finnish
authorities were able take
part in the exercise from
Finland. This use of the
Finnish public authority
network in Norway for an
international rescue exer-
cise was a unique aspect
of the event.
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The exercise tested a portable base station con-
cept as part of a public authority business devel-
opment plan.

Network manager Harri Hildén says: “The pur-
pose was to provide TETRA service in the disaster
area and it succeeded beyond expectations. In
addition, we were able to test the station wagon
and we found few technical issues that need de-
velopment.”

Barents Rescue 2013 was organized
by Norway's security and emergency
preparedness agency. In 2015, it will
be Finland’s turn.
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We've got it
Men in hard hats and female
police officers are among
those fighting it out for the

title of the greatest
Key Touch /TETRA Touch
magazine cover.
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Russian issue

Tetra Touch 3/2007
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ey Touch 1/2010 ey Touch 2/2010 ey Touch 3/2010 Key Touch 2010
Brazilian issue

Have a look

at these

29 beauties
and get voting.

Send your vote to
keytouch@cassidian.com

42y EUED by stating the number (1-29
Brazilian issue 2/2011 2011/2012 4 9 . ( )
German issue of your favourite cover in the

email body.

Voters will be entered into
a draw for the chance to win
a small prize.

Send in your vote
on 15 December 2013
at the latest.

Key Touch K K
3/2011 /2012




Worth its
welght In golo

Quality content wins Key Touch a prestigious award

ey Touch magazine won a Gold award in the Content Marketing

Awards 2013, against stiff competition from over 800 other entries.

Presented by Content Marketing Institute and sponsored by

McMurry/TMG, the Content Marketing Awards recognize those

who create content for organisations. Entries were submitted by brands and
marketing agencies from around the world.

“We are extremely pleased to receive the Content Marketing award
for Key Touch,” says Tiina Saaristo, the Editor-in-Chief of the magazine.
“The award shows that Key Touch is providing readers with relevant
content that they find invaluable in assessing modern radio com-
munications systems and related solutions.”

The Content Marketing Awards program was open to all
agencies, companies, organisations and institutions involved
in producing content marketing. The entries considered
were all produced in 2012, with Key Touch represented
by its issue 2/2012.

The entries were judged by a panel of leading
content marketing industry influencers and experts.
They evaluated the entries on how well they fulfilled
their goal or mission and on the quality of the
product. The print publication categories were
judged by criteria such as information and/
or entertainment value, relevance, appro-
priateness for the audience, visual ap-
peal and pass-along potential.

CONTENT MARKETING AWARSS

L

www.contentmarketingawards.com

2013 GOLD AWARD



