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WHO’S IN THIS ISSUE?
Want to know a little more about some of the experts 
who contribute to Key Touch? Look no further.

JEAN-MICHEL DUMAZERT jug-
gles his time between Cassidian, his fam-
ily, scuba diving and being a local coun-
cillor. Since September 2010 he’s now 
added to his packed schedule by con-
tributing to Key Touch as  TETRAPOL 
correspondent.

TIINA SAARISTO is Editor-in-Chief 
for Key Touch and has led the team of 
editors and contributors since 2003. In 
addition to Key Touch stories, Tiina is 
into quilting, Nordic walking and read-
ing mystery stories. @tiinasaaristo

TUOMAS KORPILAHTI promotes 
Emergency Response Solutions and 
contributes many articles for Key Touch 
in the areas of new products, data and 
applications. Outside work Tuomas 
is  fi nalizing his brand new house and 
learning about interior design.

SATU LAMBERG enjoys sharing in-
formation with Key Touch readers, es-
pecially about the advanced Cassidian 
terminals and their innovative features 
and benefi ts that help to make life that 
bit easier for professional users who are 
securing the world for all of us. 

PETRA VAKIALA Petra enjoys re-
searching and writing stories for 
Key Touch. “There are always interest-
ing new topics to dig into and while dig-
ging one learns so much!” she says. In 
her spare time Petra enjoys horse riding, 
downhill skiing and interior design. 

TERO PESONEN is continuously 
looking for innovative ways to advance 
the performance of professional mobile 
radio users. In particular, he has a burn-
ing ambition to help the public and pro-
fessionals to connect so they can jointly 
make a difference to the world.

ANKE STURTZEL In her role as a 
press offi cer for Cassidian, Anke is fi lled 
with enthusiasm for worldwide profes-
sional mobile radio communication so-
lutions ‘made by Cassidian’. With more 
than 15 years’ experience at the EADS 
Group, she continues to be inspired by 
the civil aviation sector and the latest 
technology involved. 

TAPIO MÄKINEN has the mission 
to create marketing and photographic 
contents for the security of all.  He has 
undertaken photoshoots for Key Touch 
Magazine and Cassidian to capture 
events, products, sports, professionals 
at work, city views and critical infra-
structure.  @tapiomobile
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ACTIVE LISTENING  requires that the listener feeds back what he or 
she has heard, to confi rm their understanding. In the secure communi-
cations business, this feed back takes the form of a solution designed to 
meet the users’ needs.

It is therefore practical to get the views of users en masse. At SNUC 
- the SCS Networks Users’ and Operators' Conference 2013 - users will 
be able to explore Cassidian's cyber security solutions and Astrium's 
satellite solutions and discover new ways to solve today's operational 
challenges.

Users also have other venues to share their ideas, such as the popu-
lar network users’ days run by ASTRID, Rakel and Virve. These events 
show that users are extremely interested in sharing ideas and tips on 
using radio communications systems and that the manufacturers and 
network operators are actively listening.

Listening to customers gives a better understanding of the market 
and helps nurture a long term customer relationship. This in turn helps 
manufacturers keep critical communications systems in top form for 
many years. Turn to page 7 to see an example of a successful, long-term 
customer – Beijing JustTop NetCom from China. Other articles show-
case how radio solutions are used in Spain, Slovakia and Aruba.

 
Professionals have our ear
When listening to customers, one thing comes across loud and clear: 
you are dedicated and committed professionals, ready to adopt solu-
tions that bring greater effi ciency.  

This issue of the magazine looks at user comments on the newest 
member of our TETRA radio terminals family, the slimline TH1n radio. 
We also introduce the new portable DXT3p TETRA switch on page 13. 
Our standardization activities, especially in the TCCA, show we are 
committed to helping TETRAPOL and TETRA converge towards a 
common broadband protocol.

We continue to listen to your opinions and requests, building your 
ideas into products that we believe will continue to meet your needs.

Jean-Marc Nasr
General Director
Cassidian, Security and Communication Solutions

Actively listening 
to you 

EDITORIAL
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Now using Cassidian’s radios

Ambulance services 
in Aruba get 
Connected

A
mbulances on the 
Dutch Caribbean is-
land of Aruba oper-
ated by IMSAN (Insti-

tuto Medical San Nicolaas, Aruba) 
are now using Cassidian’s THR9 
radios to communicate over Ze-
nitel’s network. Marketed by Ze-
nitel under the ChuChubi brand, 
the radios are water, shock and 
dust resistant and come equipped 
with a hands-free "car-kit". The ra-
dios are also equipped with GPS 
receivers so the dispatchers can 

see how far an ambulance is from 
an emergency, or locate a radio 
should it become lost or stolen.

Zenitel with more than 80 
years of experience in the area of 
"critical communication", offer-
ing radio services, operating un-
der the name ChuChubi Trunk-
ing, provides its users a number 
of voice and data services such as 
push-to-talk group calls (Group 
Conversation Traffi c), one-to-one 
calls (Private Calls), messaging 
(Short Data Services) and data 

and fl eet management. This sys-
tem has been in place since 2004 
and connects Curaçao with Bo-
naire, Aruba, Sint Maarten, An-
guilla, Saba and St. Eustatius.

Zenitel offers ChuChubi ser-
vices to the police, fi re and am-
bulance departments and the 
military on the Dutch Caribbean 
islands of Aruba, Curacao, Sint 
Maarten and BES. The service 
also offers roaming, which allows 
a radio to make use of the net-
work on any of the islands where 
a ChuChubi system is working.

On Aruba, the CEA (Cuerpo 
Especial Arubano), Customs and 
the Coast Guard also use Chu-
Chubi systems to communicate, 
while the teams of 24ora.com and 
arubaherald.com also use Chu-
Chubi to communicate with col-
leagues.
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A decade of 
excellence 
for Beijing's 
big network 

Ten years ago a decision was made to 
build a TETRA network to replace several 
outdated and independent networks used by 
the city’s public safety users. We look back 
at the network’s success and how it coped 
with some huge events.  

T
his year marks a decade of successful operation 
for the Beijing Government Shared Radio Net-
work, ten years that have seen it grow to become 
APAC's largest digital trunking network. In that 

time, it has   proven its worth as a reliable and essential tool 
for the city’s public safety organizations and has played a 
major role in providing security for special events.

The Beijing Government Shared Radio Network had 
its origins in 2002, when the Mayor’s offi ce of Beijing de-
cided on a shared network to replace the nine different 
and incompatible systems that emergency authorities had 
previously relied on. As well as this incompatibility, the 
frequencies they used would not be available after 2005.

In 2003, only six months after the network contract 
was awarded, Beijing JustTop 
Netcom connected the fi rst users. 
Just two years later, the network, 
supplied by Cassidian, was serving 
30,000 users and has since grown to 
serve more than 90,000, sealing its status 
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Government Shared Radio Net-
work helped secure the largest 
Olympic Games in history. The 
Beijing Games 2008 were actually 
the fi rst in which the security or-
ganizations, public safety and the 
Games Organizing and Adminis-
tration all shared the same radio 
communications network.

In 2008, the network achieved 
a new record, with 1,600,000 calls 
from the switch side and 6,280,000 
calls from the radio side in a single 
day. The network handled 120,000 
calls during the busiest hour.

With nearly 90,000 people in-
volved in ensuring the smooth-

running of the Beijing games, 
effective communication was the 
key. Over the two weeks of out-
standing sporting excellence, ev-
eryone involved with the games 
relied on the network to provide 
them with secure and seamless 
communication services.

City wide coverage
The complete network, includ-
ing six DXTip switches and over 
350 base stations, serves the entire 
17,000 km2 area of Beijing, includ-
ing all the metro lines, counties, 
the main highways and important 
public buildings, with coverage 

as the largest citywide TETRA 
network in the world.

The 10-year anniversary of the 
network and cooperation between 
Beijing JustTop and Cassidian was 
celebrated in Beijing on 8 January 
2013. The event was all the more 
special, as the TETRA Critical 
Communications Association pre-
sented JustTop with its Award of 
Excellence as a world class TETRA 
network operator.  

A winning performance at 
Beijing Games
As a pioneer for shared radio 
networks in China, the Beijing 
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even extending to the air.
The network is based on a 

three-level structure: network, 
dispatcher network and user or-
ganizations. The Virtual Private 
Network (VPN) concept is very 
important, as it allows a division 
between technical management 
(JustTop) and operational man-
agement (Beijing Government 
Network Administration Centre).

A better emergency response
Users of the Beijing network in-
clude Police, Fire, Ambulance 
and other government organi-
zations, who control their own 

 
Marking a decade of 
excellent service to the 
city of Beijing  -  Mr Su 
Zhenze, President, Beijing 
JustTop Netcom, receives 
the Award of Excellence 
from Mr Phil Kidner, CEO, 
TETRA and Critical Com-
munications Association

communications and their own 
applications. The latter include 
Automatic Vehicle Location 
(AVL), Automatic Person Loca-
tion (APL) and the Police Mobile 
Data System, a common database 
covering person registration, 
missing persons registry, car reg-
istry, stolen cars database and a 
traffi c regulations database.

The network has become a 
major resource for the Beijing 
Municipal Government, improv-
ing the effi ciency of command 
communications and collabo-
ration among departments, as 
well as its capacity to deal with 

complicated events. To date, the 
network has provided stable 
communications support for im-
portant events such as President 
Bush’s visit to China, FORTUNE 
Global Forum, China-Africa Fo-
rum, Beijing International Mara-
thon, IAAF World Junior Cham-
pionships and the ISF Women’s 
World Championship.

The Beijing Government 
Shared Radio network, has 
proved its worth several times 
over, not only helping the 2008 
games go smoothly, but also aid-
ing the city authorities long after 
the tournament concluded.
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SHENZHEN 
- China’s first interconnected 
TETRA metro network 

In China, metro lines and their communications 
networks are typically built independently. In some 
cities, metro lines and networks are even built by 
different operating companies. Shenzhen Metro 
Company has connected five such networks into 
one in a pioneering project, setting the model for 
future interconnection projects.

S
henzhen, situated 

just north of the Hong 

Kong Special admin-

istrative area, is one of 

the most developed 

cities in China. The 

city is the high-tech and manufactur-

ing hub of southern China, home to 

the world's fourth-busiest container 

port and the fourth-busiest airport 

on the Chinese mainland. It is also 

one of the country's most popular 

tourist destinations. The high-tech, 

fi nancial services, modern logistics 

and cultural industries are mainstays 

of the city. New industries of strate-

gic importance, as well as numerous 

modern service industries, are quickly 

becoming new engines for the city's 

economic growth.

This dynamic city is currently 

home to some 13 million residents. 

To move these people on their daily 

journeys, by the end of 2012, the city 

has built a metro network consisting 

of fi ve lines and covering a total dis-

tance of 178 km.

To provide communications 

across the metro, Shenzen employs 

a TETRA network based on fi ve 

TETRA switches, 125 base stations 

and 33 Dispatcher Workstations, 

providing voice and data services 

for 4,000 users. Since the fi rst Shen-

zhen metro line became operational 

in 2004, the TETRA system has been 
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providing a reliable, effi cient, fl exible 

communication and security service. 

Five TETRA networks go into one
The major challenge for the metro is 

that, in China, metro lines are built in 

each city on a line by line approach, 

meaning almost every line will have 

separate investment and a separate 

bidding process. In some cities, sev-

eral different metro companies oper-

ate different metro lines, with Shen-

zhen being the fi rst city to operate on 

this model.

The same is true of the com-

munications networks serving each 

line, with Shenzhen Metro Company 

building and operating three TETRA 

networks for Shenzhen Metro Line1, 

Line 2 and Line 5. Longgang Metro 

Company built and operates one 

TETRA network for Metro Line3, 

while MTR HK took on the same role 

for Metro Line 4.  

In 2010, the three metro compa-

nies agreed to interconnect the fi ve 

TETRA networks into one overall 

network, in order to make smooth 

roaming and cross-metro-line com-

munications for all users.

The interconnection work was 

complete by early 2011. This involved 

some major challenges requiring a 

lot of coordination and cooperation 

among the three companies as well 

as teams from the fi ve different lines 

and Cassidian as the TETRA suppli-

er. Because the network was already 

in operational use a, the system 

upgrades and interconnection work 

needed to be performed across all 

fi ve lines simultaneously within a two 

to three hour window in the middle 

of the night. Following some great 

teamwork from everyone involved, 

the fi ve separate networks were fully 

interconnected and became a single 

unifi ed TETRA network. 

Seamless roaming is the norm
Shenzhen Metro is now a pioneering 

model for metro radio communica-

tion systems as the fi rst intercon-

nected TETRA network in China, 

crossing the boundaries between 

metro companies’ metro lines. 

Today, metro staff in Shenzhen 

enjoy seamless roaming and TETRA 

communications services along all 

metro lines. For them, there is no lon-

ger a boundary between metro lines. 

With the benefi ts from the intercon-

nected TETRA network, Shenzhen 

metro has achieved a united, safe 

and effi cient operation.  

Recent statistics show that the 

average passenger fl ow through the 

Shenzhen Metro exceeds two mil-

lion a day and 16 million each week. 

Shenzhen Metro’s TETRA System 

has been running with no malfunc-

tions, especially during the major 

event of the Universiade Games suc-

cessfully held in August 2012. The 

powerful interconnected TETRA net-

work has worked perfectly to provide 

a stable, reliable, fl exible and effi cient 

service for Shenzhen Metro.

Shenzhen City is planning to build 

an additional 11 metro lines with a 

total length of over 500 km and ex-

pects that continuing to interconnect 

TETRA networks will also bring great 

benefi t in the future. 
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J aipur Metro has chosen 

Cassidian to supply a TETRA 

digital radio network to serve 

its communication needs. 

Designed to support train dispatch-

ing, operations and management, 

the TETRA network is scheduled for 

completion in mid-2013 to coincide 

with the opening of the new metro 

service.

Together with its Indian system 

integrator partner Fibcom India Ltd, 

Cassidian will provide a DXT3c 

switch with fi ve TETRA base sta-

tions (TB3), Network Management 

Software (NMS) and an Automatic 

Vehicle Location Service (AVL). In 

addition, 350 specialised TETRA 

S
henyang has commissioned Cassidian to pro-

vide TETRA radio communications for its new 

tram line. The city is the provincial capital of Lia-

oning in China, and this will be the country’s fi rst 

tram line to use TETRA. 

The deal marks the start of Shenyang’s wide-ranging 

tram project, under which the local authorities plan to 

build inner-city and intercity trams. The 4∙86 billion yuan 

project is being managed by China CNR Corp. The Hun-

nan Xinqu tram network will ultimately include four lines 

and two hub stations, covering a total length of about 60 

km and serving 96 stations. The fi rst line will enter service 

later this year.

Cassidian will provide a complete set of equipment 

for the TETRA system, including a DXT3™ switch, base 

Jaipur Metro chooses 
Cassidian TETRA network  

radios (THR9i and TMR880i) will be 

deployed on the trains.  Cassidian is 

also contracted to provide for train-

ing and onsite technical support ser-

vices together with Fibcom India Ltd. 

Peter Gutsmiedl, Cassidian In-

dia CEO, says: “This landmark win 

has positioned Cassidian as a lead-

ing supplier of TETRA communica-

tion system for the emerging mass 

transportation market in India. We 

are committed to contribute to fur-

ther developments of secure mission 

critical communication solutions for 

public safety in India.” 

Ehud Weizman, Head of Sales 

for Mission critical communication 

solutions, Public Safety, Indian Sub-

continent, added: “We will draw on 

our wide experience in deploying 

advanced TETRA-based mission-

critical communication systems for 

metro rail networks internationally to 

make the Jaipur Metro project a suc-

cess. Our team in India is building lo-

cal expertise in collaboration with our 

partners and is delivering custom-

ized TETRA solutions to our Indian 

customers on time and on budget.” 

Shenyang adopts China’s first 
secure digital radio for trams  

stations, Dispatcher Workstation (DWS) controllers and 

terminals. The system will provide communications for 

dispatching, operating and managing trams, and for en-

suring the security of the tram lines.

“Rail transit is developing in China. Chinese cities like 

Suzhou, Dalian, Shanghai and Tianjin are already building 

and operating new tram lines. Many other cities in China 

such as Beijing and Nanjing are rebuilding trams and oth-

ers are planning new tram lines,” says Zhang Shaohong, 

CEO of Secure Communication Solutions at Cassidian 

China. “Cassidian has already provided TETRA radio 

communication systems for tens of metro lines in China, 

including in Shenzhen, Hong Kong, Guangzhou, Wuhan, 

Shenyang and Nanjing, and we are happy to be entering 

into the tram sector of the rail transit industry now, too.” 
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Do you need a

portable
switch?

The network where it’s needed
The DXT3p is a new portable 
TETRA switch that brings se-
cure, mission-critical communi-
cations where they are needed.

With a small footprint and 
very low energy consumption, 
the DXT3p can be transported 
easily to any location, while of-

Beijing  Government Shared TETRA 

Network expands its coverage to 

serve the newly built and extended 

lines in Beijing Metro. 

When commissioned in 2014, the 

expanded network will offer a further 

24 TB3 base stations, completing 

coverage to all 17 metro lines. As well 

as expanding network coverage, the 

extension will allow the Beijing Metro 

Police to provide complete security 

cover throughout the metro system.

The Beijing Government Shared 

TETRA Network, operated by Beijing 

JustTop Netcom is the largest digital 

trunked network in Asia and the big-

gest citywide TETRA network in the 

world. It covers the Beijing city area, 

all venues, all the metro lines, sur-

rounding counties, the main highways 

and important buildings. The network 

incorporates 350 base stations, serv-

ing around 90,000 subscribers. 

The Beijing metro delivered more 

than 2.18 billion rides in 2011 and on 

April 28, 2012 set a single-day rider-

ship record of 8.59 million. However, 

the existing metro network still cannot 

adequately meet the city's mass tran-

sit needs and extensive expansion 

plans call for 19 lines and more than 

708 km of track to be in operation by 

2015 and 1,050 km of track by 2020.

Secure 
radio 
coverage 
expands 
in Beijing 
Metro

fering the same features as a na-
tionwide TETRA network.

Connections between base 
stations and the DXT3p can 
be via IP or satellite, making 
it very easy to establish com-
munications in crisis areas or 
where  telecommunication in-
frastructure has been damaged.

Take this test to fi nd out!

If you answered yes at least once, read on to learn how the new portable 

DXT3p switch can help you.

The area where I operate…

 …has severe weather that can disrupt electricity supply

 … hosts VIP events, concerts or major sporting events which 

require extra capacity and redundancy at different times

 … is located outside my nation's borders in a crisis area

 … is subject to a peace keeping mission

 …can suffer from fl ooding that can cut roads, disrupt electricity 

 supply or damage fi xed telecommunications infrastructure

 …is at risk of earthquakes
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DXT3p 
facts and fi gures
 Weight: 20-30 kg 

depending on the chassis

 Power consumption: 150 W 

(max 300 W)

 Power supply: 24 VDC

 Up to 20 carriers

 Can be connected to up to 

10 base stations

 HLR size / Active users 

5000 / 1000

 Ethernet interfaces 

10/100/1000 Mbs: 4

 As many as 10 3rd party 

apps can be connected

 PSTN connection option

Saving money 
– and the environment
The DXT3p offers not only tech-
nical benefi ts, it also helps to 
protect the environment while 
guarding against rising operating 
expenses. Here are a few ways the 
DXT3p works smartly to provide 
optimal total cost of ownership:

Very low power consumption per 
subscriber not only saves money 
but also requires smaller battery 
backups and helps protect the en-
vironment.

Telecom grade equipment means 
fewer hardware upgrades and 
less maintenance is required, 
compared to systems based on 
commercial off the shelf compo-
nents.

Managing the network is easier 
and more economical. No special 
skills are needed to set up or run 
the system.

IP support for transmission 
lines reaps the benefi ts of mod-
ern technology by arranging site 
transmissions in an easy and 
cost-effective way. Transmission 
optimisation allows DXT3p to 
run also in IP networks that of-
fer only modest capacity, helping 
deployments in challenging envi-
ronments.
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Secondary PTT: When using the DXT3p 
with Cassidian radios, two PTT buttons 
on a radio can be programmed to talk 
quickly to two different talk groups. Ease 
of use means fl uent communication, few-
er mistakes and more lives saved.

Genuine Group SDS: Send a text message 
to a group of users without overloading 
the network, or send a picture of a suspect 
using group SDS messages with Cassidian 
radios and a Java™ application.

Slow Associated Control Channel and 
SDS priorities: Ensure important alerts 
and task messages get through wherever 
needed, even when a user is listening to 
instructions from the control centre.

Aliasing: Log in to a radio with user name 
and password and the user’s profi le and 
access rights are assigned to the radio. 
Log out, and they are removed. This en-
ables workers in different shifts to share 
any radio, simplifying radio program-
ming and reducing costs.

Data Dedicated Channel: Move all 
SCADA devices onto a separate channel, 
where up to 20 devices can be polled per 
second without affecting voice traffi c.

Five features 
that can save 
the day

The DXT3p can bring TETRA communications to areas where they 
have never existed or where the infrastructure has been damaged by 
a storm, for example.
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C
assidian and Astrium 
Services recently chose 
Brazil to showcase 
their ability to deliver 

advanced communications in 
the remotest regions. The end-to-
end demonstration in Oriximiná 
showed the range of features on of-
fer from a Tetrapol network when 
connected via satellite. These in-
cluded simultaneous voice, video 
and Internet transmissions to sep-
arate handheld devices, all while 
maintaining perfect network sta-
bility and excellent voice quality.

Oriximiná is a small city on 
the Amazon in the North of 
Brazil. It’s a four-hour boat trip 
from the city of Santarém and its 
remote location was chosen to 
simulate the harsh environmen-
tal conditions that border surveil-
lance groups face on a daily basis. 
Secure Tetrapol networks from 
Cassidian are already used by the 
Brazilian federal police depart-
ment, Departamento de Polícia 
Federal. Nine regional Tetrapol 

IP networks ensure reliable cov-
erage from the country's Atlan-
tic coast to the Brazilian borders 
with Peru, Venezuela, Argentina 
and seven other countries.

Tetrapol regional networks 
are usually interconnected using 
terrestrial connections. In remote 
areas such as the Amazon, where 
terrestrial telecommunication’s 
infrastructure is poor or non-
existent, Astrium’s SKYWAN 
technology can now interconnect 
several networks over satellite 
with DAMA technology to share 
bandwidth between all the nodes. 

From voice to video
The scalability of the solution en-
ables a wide set of Tetrapol ser-
vices to be offered temporarily, 
or to provide permanent regional 
coverage. The satellite link also 
provides Internet access, video 
and other applications in parallel 
with the Tetrapol voice communi-
cation, providing extensive data 
transmission capabilities. 

Satellites connect 
Tetrapol users 

– even in 
the jungle

Even the impenetrable 
Amazon jungle needn’t 
be a barrier to effective 
communications thanks to 
the ability to interconnect 
regional Tetrapol networks 
via satellite. N

E
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Captain Albércio from the Brazilian National 
Force says: "We have been seeking a solution 
like this for over four years. The National Force 
is required to operate faultlessly in remote areas 
throughout Brazil, like the Amazon Forest and 
at the outermost points of the Brazilian Border. 
This all-in-one solution from Astrium Services 
and Cassidian combines satellite communications 
with digital radio trunking in such a way that the 
troops will have mission-critical digital radio and 
Internet access in the midst of the jungle and can 
stay connected with our headquarters in Brasília.” 

“This kind of solution would allow the inter-
connection with the radio backbone of the Fed-
eral Police which in turn would give access to in-
formation from all Brazilian States. For sure this 
would increase the safety and the effectiveness 
of operations," he continues.

Through its ND SatCom product range, As-
trium Services is a leading global supplier of 
satellite-based broadband VSAT, broadcast, 
government and defence communication net-
works and ground station solutions. Its innova-
tive technologies are deployed in broadcast and 
media, enterprise and telecom environments, as 
well as government and defence, worldwide.

Spanish 
network 
underpins 
security 
success at 
international 
summit 

T
op security was the order of the day in No-

vember 2012 when 15 heads of state and 

government joined 1,200 delegates and 

1,300 journalists from 35 countries at the 

XXII Ibero-American Summit in the Andalusian city of 

Cadiz, Spain. The King and Queen of Spain, together 

with Royal Princes and the President of the European 

Commission, José Manuel Barroso, were among the 

distinguished participants at the summit.

The Spanish police relied on Cassidian's radio 

communications technology to secure the event. More 

than 2,800 members of the Spanish security forces 

were deployed to safeguard the summit, generating up 

to seven times more traffi c than normal on the busiest 

base station of Sirdee, Spain’s national mobile voice 

and data communications network based on Tetrapol. 

The number of Sirdee network users more than 

doubled in the area, without any impact on network 

performance. Individual calls increased by 195% on 

the busiest day, and full availability was provided to 

the users. Group calls also increased by 60%. The 

system enabled all these users to communicate with 

confi dence to protect VIPs, delegates and journalists.

As well as providing the technology, Cassidian 

helped Telefónica to provide joint continuous 24/7 

emergency support for the Sirdee users, including 

National Police, Guardia Civil, the Spanish Royal 

House and Prime Minister’s Offi ces. 

KeyTouch 1/2013  17

N
E

W
S



New PC-based 
TETRAPOL 
software shown 
in Slovakia 

An innovative 
system that runs 
on a standard 
PC is being used 
by Slovakian 
emergency 
services to help 
manage their 
responses to 
crisis situations 
involving 
multiple 
casualties.

N
ew TETRAPOL 

managemen t 

software that 

can run on a 

standard PC 

was among the 

highlights of the recent Forum Res-

cue 112 Congress in Slovakia.

Presented by Cassidian's part-

ner RCTT, the Light Dispatch Posi-

tion (LDP) uses a PC to extend the 

standard features of TETRAPOL ter-

minals. The solution provides simple 

communication management, re-

cording of data communications, 

fast access buttons and the ability 

to record voice communications on 

external devices. The LDP is con-

nected to Slovakia’s SITNO network 

via radio or data lines. 

The LDP is already widely used 

within SITNO by the police forces as 

well as the Emergency Medical Ser-

vices situated at 112 Control Centres 

in Slovakia. Integrating the Emergen-

cy Medical Services into SITNO has 

increased the total number of users 

by an additional 700 terminals.

With a focus on elements such as 

the integration/coordination of rescue 

tasks performed by different agencies, 

the Forum Rescue 112 Congress, 

held in October 2012 in Zilina, also 

discussed current 'hot' topics, new 

technological achievements and saw 

demonstrations of a variety of rescue 

and communications equipment.

Both the Ministry of Interior, as 

the principal coordinator of the In-

tegrated Rescue System and with 

prime responsibility for the 112 

emergency line, and the Ministry 

of Health, are major customers of 

RCTT, which is the prime contractor 

for Care Services and additional sup-

plies of TETRAPOL technology for 

the SITNO network.

In operation since 2008, SITNO 

has eight regional networks and 

about 100 base stations in all, pro-

viding secure radio communications 

for almost 12,000 users. The net-

work has recently been upgraded 

with the latest software release for 

TETRAPOL,  the V35_08. Cassidian 

supplied the technology with support 

from RCTT. 

The upgrade will enable the net-

work to develop in future and offer 

capabilities such as automatic vehi-

cle and person location services. The 

Slovak police have also developed a 

novel text message-based data que-

ry that provides remote access to the 

stolen car register. 
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T P H 7 0 0
E xtreme working conditions require secure voice and data com-

munications and a radio that can withstand the rigours of daily use. 
The TPH700 radio is ideal for public safety users, such as police 
and fi refi ghters, who need a robust and powerful radio.

T ailoring the radio is a great way to make 
it easier to use. The TPH700 has convenient 
shortcut buttons that can be programmed for 
the most frequently used functions. 

R obustness is vital for many professional users, because splashes, 
dust and knocks are inevitable during everyday operations, 
especially in the fi eld. The TPH700 is mechanically and electrically 
robust and complies with the IP54 classifi cation.

A ccessories make a huge difference to users' work. Suitable, functional and well 
designed accessories provide ease-of-use in daily life. Bluetooth connection is 
an option in the TPH700 to enable wireless accessories, such as earpieces and 
headsets, to be used as well as traditional devices connected by wires.

P owerful connection is important to ensure seam-
less critical communication between users. The 
TPH700 has a very powerful transmitter, with a 
maximum output power of 2 W.

O rganisations require their equipment to be certifi ed to 
specifi c standards to support operational tasks. The TPH700 
complies with an impressive list of standards, such as ETSI  
standards, CE marking and RoHS requirements.

L oudspeaker voice quality and level must be excel-
lent when working outdoors in diffi cult conditions. The 
TPH700 has a high-performance loudspeaker that pro-
vides great sound quality even in noisy environments.
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Beat the criminals: 
facing up to

Advanced
Persistent

Threats
Today’s information society delivers a host of 

everyday benefi ts, but it is not without its risks. The 
very connectedness of today’s IP-based networks 
creates vulnerabilities and raises the possibility of 

attack from Advanced Persistent Threats (APTs). The 
good news is that organisations that get the security 

basics right can protect themselves effectively and 
continue to grow securely.

W
hile some forms 
of communication 
are extremely se-
cure – including 

the latest professional digital ra-
dio networks, for example – many 
IP-based networks have been sub-
ject to an APT attack. What sepa-
rates these “advanced” attacks 
from conventional, automated 
threats such as viruses is that they 
tend to use a combination of strat-
egies and human ingenuity to get 
under the skin of their targets. 
Once infi ltrated, they can expand 
into the system and extract tons 
of data out of a system for a very 
long time before being detected. 
It’s therefore vital for organisa-
tions to have the right operational 
and governance procedures in 
place to stop them in their tracks. 
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Prevention is better than cure
It’s generally the best strategy to 
act upfront to prevent an APT-
related incident. It’s typically less 
disruptive and more cost effective 
than fi xing a problem later. After 
all, the consequences of a success-
ful attack can be serious, leading 
to a loss of trust and sparking an 
expensive clean-up exercise in 
addition to any direct losses. 

Prevention requires the right 
tools, so it’s vital to maintain and 
develop a community that can 
design the detection probes and 
the forensic and diagnostic tools 
of tomorrow.

Innovation is often found in 
start-up companies, so govern-
ments have a vital part to play in 
supporting the sector. Cyber se-
curity is also a potentially impor-
tant engine for economic growth. 
It is estimated that the market is 
growing by more than 10% a year, 
totalling approximately $50 bil-
lion globally in 2012.

Public cyber security agencies 
can also help by keeping the rest 
of the cyber-security community 
up to date about the latest threats. 
Pooling knowledge promotes 
economies of scale and avoids 
duplication. Furthermore, shar-
ing intelligence on the methods 
used by attackers will help every-
one keep up to date.

The right response
If an attack is discovered, the 
refl ex may be to “unplug every-
thing” but it’s often impractical.  
The fi rst step is to accept the situ-
ation and make sure everyone is 
fully aware of what’s happening. 
It may seem easier to play down 
the extent of the attack when 

explaining what’s happened to 
those in authority, especially if 
you’re responsible for security. 
However, maintaining trust be-
tween managers and security 
teams is paramount. 

A trusted third party might also 
be needed to give objective advice 
on developing a response plan. 

A rapid technical analysis and 
forensic investigation is the fi rst 
priority. What input channels did 
the attackers use, what malware 
programs have been implemented 
and what outside command and 
control sites are the attackers using? 

A second basic aim is to secure 
evidence of the intrusion with a 
view to possible legal proceed-
ings. Finally, the affected organ-
isation must develop an internal 
– and, where appropriate, exter-
nal – communications plan.

Rebuilding challenge
The challenge is then to rebuild the 
information system, ensuring that 

the malware programs installed by 
the attackers have all been eradicat-
ed. This is known as “the switcho-
ver”. The infected computers are 
completely reformatted, the data 
exfi ltration channels are closed, 
fi rewalls are reconfi gured and so 
on. This large-scale operation is of-
ten completed over a weekend in 
the interests of secrecy and to take 
the attackers by surprise. 

The resulting clean system will 
need careful supervision and man-
agement to keep the attackers out 
in future. Monitoring tools and the 
right training are essential. Antivi-
rus software can’t protect the net-
work if the users don’t recognise 
the need for caution, for instance. 

In fact, the aftermath of an at-
tack can even be good for an or-
ganisation in the long run, since it 
often presents former APT victims 
with a golden opportunity to look 
at how they can do things better 
in future with the right gover-
nance and operational strategies. 

What is an APT attack? 
The fi rst stage of an APT attack often involves sending a series of bogus emails 

to addresses within the target organisation. The attackers hope that at least one 

person will open the attachment and inadvertently install the necessary malware 

to enable them to access the network and extract sensitive information. 

Once they’re in, they can search the network looking for sensitive informa-

tion, ranging from classifi ed documents and customer details to intellectual 

property and fi nancial data.  

Attacks are often detected by chance. On average they are discovered 

416 days after being implemented, according to the latest report on the threat 

landscape from security analyst Mandiant. 

Cassidian CyberSecurity is your 
trusted partner for advanced cyber security.
Go to www.cassidian.com/advanced-cyber-security 

or send an email to contact.cybersecurity@cassidian.com
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T
he city of Bethlehem 
in Pennsylvania has 
approximately 75,000 
inhabitants. Home to 

several universities and colleges, 
it is also the third-largest metro-
politan area in the state.

When the city was contem-
plating a video surveillance pilot 
program to cover high crime and 
high traffi c areas, one initial chal-
lenge was to identify who would 
monitor the video feeds. As a 
24/7 operation, the 9-1-1 center 
was a natural choice. With live 
video feeds, telecommunicators 
would be better able to assess and 
respond to situations. 

The city of Bethlehem Police 
Department (PD) Communica-

Total recording solution 
keeps an eye on crime
Video recording is one of the most useful tools for public safety operations. 
Recording richer information, such as dispatcher actions, CAD entries or surveillance 
video, needs an advanced recording and analysis solution. This case shows how one 
city in the US went about building just such a solution to meet its needs.

Capturing all information as it 
happens
In 2011, the city of Bethlehem PD 
Communications Center became 
the fi rst 9-1-1 center to deploy the 
NICE screen encoder, which uses 
screen recording technology to 
continuously record the surveil-
lance video as it’s viewed on work-
stations. As well as recording vid-
eo, the solution also captures CAD 
entries, or any activity on the tele-
communicator’s screen. The video 
recordings can then be combined 
with related 9-1-1/dispatch audio 
recordings, allowing an incident to 
be reconstructed accurately. 

All multimedia information is 
synchronised so it can be replayed 
in one audio-visual timeline. 

tion Center wanted a solution that 
could bring together and synchro-
nise video, CAD entries and other 
multimedia information, together 
with telephony, audio and radio 
communications, allowing a com-
plete picture of any incident.
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CASSIDIAN
TETRA GAINS

F I R S T 
MULTI-VENDOR 

TEDS 
COMPATIBILITY 

NICE’s Security solutions help organizations 

capture, analyze and leverage big data to 

anticipate, manage and mitigate security and 

safety risks, improve operations, and make 

the world a safer place. The NICE security, in-

telligence and cyber offerings provide valuable 

insights that enable enterprises and govern-

ments to take the best action at the right time 

by correlating structured and unstructured 

data from multiple sensors and channels, 

detecting irregular patterns, and recognizing 

trends. NICE Security solutions are used by 

thousands of customers worldwide, including 

transportation systems, critical infrastructure, 

city centers, banks, enterprises and govern-

ment agencies.

More crimes solved
Since deploying the video surveillance solu-
tion, the Bethlehem PD has been able to solve 
more crimes and incident response has im-
proved. Dispatchers have a clearer picture of 
events and can supply fi rst responders with 
better information. 

With NICE Inform’s ability to provide com-
plete, accurately synchronised multimedia in-
cident fi les, police are able to solve crimes more 
quickly, while prosecutors can use the fi les as 
irrefutable evidence. 

In one situation, a series of robberies had 
taken place on the south side of town. After re-
ceiving information about a particular robbery 
15 minutes after it happened, the communica-
tions centre replayed video of the location that 
showed the robbers entering a house nearby. 

Ultimately, information provided to the po-
lice helped them arrest suspects and solve 60 
related robberies. 

Training has also been raised to new levels 
with the ability to use real-life examples of re-
corded incidents, while the solution has also 
led to better procedures. 

C
assidian's TETRA System Release 6 has be-

come the fi rst on the market to work with 

other vendors’ TEDS terminals. Following 

completion of TEDS interoperability testing in 

late 2012, Cassidian TETRA was certifi ed as compatible 

with TEDS terminals from APSI and Motorola. 

Cassidian is active in building a multi-vendor ecosys-

tem for TEDS and  the fact that two TETRA/TEDS ra-

dio terminals work according to standard on Cassidian's 

TEDS-capable network infrastructure is a clear indication 

of its success. The certifi cation represents a major step 

on the road to making Cassidian's TEDS solution avail-

able for customers around the world.
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thumbs 
up to 
TH1n 
radio

Pilot users give

Spain got its fi rst public viewing of the inno-

vative Cassidian TH1n radio terminal in Sep-

tember 2012, drawing praise all round for its 

small size, high output power, DMO repeater func-

tionality and relatively large display.

The terminal made its appearance in Barcelona 

at the second PMR Summit on Cassidian’s display 

stand, which also featured a TETRA LTE base station 

and its complete range of TETRA and TETRAPOL 

terminals, together with a selection of accessories. 

Many visitors welcomed the LTE module working on 

the 400 MHz band and were keen to plan for a poten-

tial migration to LTE.

Running in parallel with the exhibition was the LTE 

Professional Conference, during which Juan Cañas, 

Spanish Spectrum Management Offi ce, State Sec-

retary of Telecoms, announced that, to support the 

deployment of LTE in Spain, plans were underway to 

assign 5 + 5 MHz in the 450-470 MHz band for PPDR 

(Public Protection & Disaster Relief).

At the show, more than 500 qualifi ed profession-

als had the chance to visit around 20 PMR exhibi-

tors to see some of the latest offerings on the market. 

The Cassidian stand itself received a large number of 

 users from around the world.

The event was organised by IIR Telecoms togeth-

er with TCCA (TETRA + Critical Communications As-

sociation) with the participation of 3GPP (3rd Genera-

tion partnership Project). 

Public debut 
for new radio 
in Spain 

A 
test group of professional users has 
given overwhelming approval of the 
new Cassidian TH1n radio, with 90% 
saying they would use it in their work 

and recommend it to colleagues.
The users, selected from different coun-

tries and user organisations such as police, 
health care and social services, used the ra-
dios operationally in demanding environ-
ments and weather condi-
tions.

“The 
best!”

rs, selected from different coun-
ser organisations such as police, 
and social services, used the ra-
ionally in demanding environ-
weather condi-
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The large size of the TH1n’s 
display and its ability to show all 
information clearly were appreci-
ated by all users, while almost as 
many mentioned its low weight 
as a major benefi t. 

The radio’s pocket-fi t size was 
also very highly valued, although 
some users thought this made it 
more suitable for offi ces and hos-
pitals than fi eld use. 

Many user groups like to use 
their radio with different set-
tings, with some settings defi ned 
by the organisation while others  
can be personally selected. For 
example, the split between using 
Grid menu or List menu was 52% 
to 48%.  

The new concept of the dual 
rotary switch was considered 
a good solution once users had 
become familiar with it.  Volume 
control was the most popular de-
fault setting for the rotary switch, 
with three out of four people us-
ing it this way.  

The other difference to previ-
ous Cassidian radios is the but-
ton that offers a choice of either 
combined Hi/Lo or Duty key 
functionalities. Some 20% of the 
users had the button confi gured 
in Duty key. As most users were 
accustomed to using the Duty 
key as a second PTT, more than 
half had the Hi/Lo button pro-
grammed on a functional number 
key, which was also reported as 
very handy to use.

 Besides the great benefi t of its 
small size and light weight, the 
TH1n was found to be very reli-
able in real operations, with us-
ability and user friendliness also 
achieving high scores.

“Perfect size for 
offi ce use.”

“Overall a really 
handy device.”

“Nice radio. 
I really hope that 
we would buy 
one after this 
test period.”
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From the Middle East to 
the Arctic Circle, secure 
radio communications are 
increasingly important for 
professionals working in 
some of the most extreme 
places on Earth. 

The big chill
TETRA radios have been used 130 km north of the 
Arctic Circle by the Jaeger Brigade, Finland’s north-
ernmost defence force. The temperature can be as 
low as -35°C and these conditions make it one of the 
most demanding environments in the world where 
Cassidian radios are used routinely. 

The Jaeger Brigade typically manages around 
1,000 conscripts, training them to carry out military 
exercises and rescue operations in the extremely 
tough conditions experienced in Finnish Lapland. 
Military offi cers from platoon commanders upward 
have been using the TETRA radios to manage the 
troops during manoeuvres. 

Most of the 150 radios are handportable THR880i 
units, with backup from a couple of vehicle-mount-
ed TMR880i units. Offi cers often shield the hand-
held radios from the worst of the winter weather 
by wearing them under their jackets and connecting 
them to a helmet or earmuffs. The conditions are 
easier for the vehicle-mounted radios. 

Hot stuff
Heat is also a challenge, and nowhere is this more 
apparent than in the deserts of the Middle East. 

Air conditioning is generally used to support 
equipment in very hot climates, but sometimes things 
can get extreme. For example, when an air condi-
tioner broke down at a site in the Middle East, the 
temperature started to climb. The site was in an area 
where the temperature during the summer months 
can reach 48°C. 

Without air conditioning, the heat was enough to 
melt an LCD display on the base station. The melted 
display was discovered during a site visit made for 
other reasons, but even this did not stop the base sta-
tion from working properly. 

RADIOS WORK 

- HOT OR COLD 
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Are there menu items on your 
radio display that you sim-
ply don't use? Do you 

sometimes wish there were 
fewer main or submenus, 
giving you faster access to 
those menus that you really 
do need?

Did you know that you can 
easily create your own menu? 
When programming your TETRA 
radio you can personalise your dis-
play, selecting only those main 
and submenus that are most 
suitable for your work. You 
can simplify or minimise 
the number of menus to 
make your radio more us-
able. If you wish, you can 
hide all the main menus or 
show them all. It's your choice!

All the menu items have an in-
dex number and this will not change, 
even if some items are left off the menu 
list that is shown on the display. 

User groups are very different and 
their radio use varies a great deal. 
What is perfect for some users is not 
so suitable for others, meaning that the 
ability to confi gure the radio and its 
features is essential to achieve a tailor-
made user experience.

The latest terminal software, re-
lease 6.4, gives you full freedom of 
menu item selection, so be sure that 
your radio always has the newest soft-
ware installed.

DID YOU KNOW … 
you can create 
your own menu? 
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S
ite security systems 
take centre stage in 
the latest security 
clip released on Cas-
sidian’s YouTube 

channel. The new video aims to 
highlight how the right solutions 
can help to safeguard vital infra-
structure, ranging from airports 
and bridges to water treatment 
facilities and chemical plants.

The action starts in the con-
trol room, where an alarm shows 
a possible security breach at a 
chemical installation. Automatic 
Person Location highlights the 
nearest security offi cers, and the 
supervisor informs them over 
their TH1n radios that a gate may 

TETRA radios 
take star turns on 
YouTube

have not have been secured prop-
erly. 

The security guards head over 
to check the suspect gate under 
the watchful eye of the CCTV sys-
tem and the control room team. 

Meanwhile, another alarm 
highlights a possible problem 
with a pipeline valve. This time 
the control room calls in an engi-
neer via his THR9 Ex handheld 
terminal. 

From spotting potential prob-
lems fast, to maintaining contact 
and ensuring the safety of fi eld 
personnel while they handle 
any incidents, the right commu-
nications can transform security 
across the sites that provide the 

vital infrastructure that everyone 
relies on. 

The terminals and solutions 
shown in the footage are part 
of Cassidian’s comprehensive 
portfolio of solutions that can 
be networked and interfaced 
with other systems to cover 
all aspects of security. The 
TH1n is the smallest, light-
est TETRA terminal on the 
market today, while the 
THR9 Ex provides a rug-
ged handheld for situ-
ations where intrinsi-
cally safe equipment is 
needed. 
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APPS 
D

ata applications, or 

apps, are a very ef-

fective way to provide 

TETRA network users 

with easy-to-use capabilities that 

simplify everyday tasks. 

One of the most important TET-

RA data applications is a centralized 

location service providing location 

AVL and APL information to several 

control rooms and systems. Using a 

Centralized AVL solution provides the 

operator with control of the density 

of AVL traffi c on the network, while 

also giving all applications access to 

location information through a single 

secure standard interface.

make  
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Apps make the use of  location services, image 
messaging and database queries much easier. 
Here’s how…

Another data application that 

helps improve the effi ciency of fi eld 

operatives allows pictures to be sent, 

complete with text, to TETRA radios 

from the control room. Known as Pic-

ture Push, Image Push, or Instant Im-

age Broadcast, this multimedia appli-

cation can be used 

to send  a photo 

and description of a 

crime suspect to se-

lected users quickly 

and securely over 

the TETRA network.

Picture Push 

uses effi cient group 

TETRA SDS mes-

sages as the easiest 

and most effi cient 

way of distributing information on a 

TETRA network. Cassidian is the fi rst 

TETRA vendor to offer group SDS 

messaging.

Twitter-like operational messag-

ing is also a great application to en-

hance TETRA's group messaging 

features. Text-based instant mes-

saging "blogs" for managing opera-

tions and delivering necessary infor-

mation within operational teams is an 

app that has been in use for years.

Database access from TETRA 

radios is also possible: users can 

retrieve information wherever and 

whenever. The police can have ac-

cess to national databases, which 

include information on persons and 

vehicles. Rescue services can ac-

cess a hazardous chemicals infor-

mation database, for example. 

A new, even 

easier way to access 

databases is to use a 

reader to scan a bar 

code in a document 

and automatically 

query databases. A 

possible solution for 

this is to use Portali-

fy's Java™ client and 

server solutions with 

the Multihandset from Stopnoise.

Apps are easiest to use with a 

Java client on Cassidian's Java-en-

abled terminals, which combine best 

usability with optimised communica-

tions over the secure TETRA network.

operations more efficient
The following data and ready-to-

run apps from Portalify include:

• Portalify AVL Server for the cen-

tral location service, 

• Portalify Picture Push for picture 

messaging,

• Portalify Data Management 

Server for mobile database ac-

cess and operational 

messaging, and 

• Portalify Secure Cli-

ent for Java-enabled 

TETRA radios, such 

as Cassidian's new 

TH1n, and Windows 

MDTs to provide ef-

fi ciency and usability 

for applications, with 

support for smart 

peripherals.

Users in Finland's Virve 

and Belgium’s ASTRID are already 

using a number of apps on their TET-

RA networks. Portalify's products 

and solutions provide end-to-end, 

comprehensive integrated applica-

tions for leading operators and users 

of mission critical systems.

You can also get more out of your 

TETRA investment. Follow the exam-

ple of others who are already using 

TETRA apps!

More information:

• www.astrid.be

• www.erillisverkot.fi 

• www.portalify.com
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things you 
need to 
know about 
TETRA

TETRA technology is making 
inroads in North America. 
Here are fi ve questions 
that frequently come up in 
discussions in Canada and 
USA, and the answers you 
should know.

Where is TETRA being used to-
day? Who are the users?

TETRA is the world’s most used digi-
tal PMR standard, deployed in approxi-

mately 130 countries. User groups vary from 
nationwide public safety agencies and utility com-
panies to industry plant installations with just one 
or two base stations. More and more organisations 
that rely on their communication want to use data 
as well as voice – and many are choosing the spec-
trally-effi cient TETRA system.

Is TETRA coverage as good 
as P25 or DMR coverage?
Coverage depends mostly on the frequency used 
and the transmission power. Receiver sensitivity 
is also important. As TETRA is an open standard, 
competing vendors have continuously brought in-
novation to TETRA’s development so that today, 
using the same frequency band with similar output 
power, TETRA coverage is outstanding.

How suitable is TETRA for 
telemetry or similar purposes?
TETRA is well suited to critical data applications 
needing ultimate reliability. Typically, telemetry 
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produces multiple transactions 
of just a few bytes from different 
sources. 

TETRA offers powerful Short 
Data Service (SDS) messaging. 
These messages can be delivered 
on the control channel, during 
speech and over dedicated data 
channels. Even the channel type 
can be modifi ed according to 
the real-time load. Furthermore, 
group addressing of multiple 
devices can be controlled with a 
single message to save capacity 
and time. 

The TETRA IP Packet Data 
service is the preferred choice for 
transactions with a higher data 
volume. A mixture of status mes-
saging (16 bytes), SDS messages 
(140 bytes without concatenation) 
and IP Packet Data can make real 
sense especially when there is a 
shortage of spectrum.

Is TETRA encryption as ef-
fi cient as AES with P25 and 
DMR?
AES is an algorithm mainly for 
end-to-end encryption of voice 
services. Its use can also be ex-
tended to TETRA for end-to-end 
encrypted SDS messages. Other 
end-to-end encryption algo-
rithms are available. 

However, security in TETRA, 
particularly in Cassidian's TET-
RA systems, involves far more 
than just end-to-end encryption. 
It begins with mutual authen-
tication, where both the radio 
(subscriber unit) and the TETRA 
network verify each other. Then 
there are multiple air interface 
encryption methods to cipher all 
traffi c, including voice, signalling 
and data. Beyond these are mech-

anisms for jamming detection 
with automatic retuning of base 
station frequencies, sandboxing 
of organisations and users within 
a shared network (called called 
Virtual Private Radio Network 
(VPRN)) and more. In summary, 
TETRA security is very effi cient 
at every level.

Can a TETRA network be 
connected with other 
analog and digital 
technologies?
The TETRA standard 
leaves interfacing to 
other networks mostly 
to the manufacturers. 
However, most combi-
nations are possible. For 
instance, Cassidian 
connects analog and 
digital group call ser-
vices using the Generic Four Wire 
interface. There is an interface for 
one-to-one calls for connecting to 

an organisation's PABX, to PSTN 
or cellular networks, as well as 
interfaces for connecting SDS 
with cellular networks and IP 
data traffi c with data networks. 
Typically, all legacy network ser-
vices can be interconnected.
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Communications
systems pull through 

Hurricane Sandy 
When Hurricane Sandy, 

reportedly the largest 
Atlantic hurricane on 

record, struck the Mid-Atlantic 
and Northeastern United States 
during late October 2012, local 
public safety communications 
inevitably came under immense 
strain. In a televised interview, 
Mayor Bloomberg of New York 
City reported approximately 
10,000 calls coming into the City’s 
Public Safety Answering Points 
(PSAPs) every half hour. Numer-
ous other PSAPs across several 
states also saw a surge in call cen-

ter activity during the extreme 
weather event.

Yet throughout the crisis, 
Cassidian Communications’ 9-1-1 
call processing solutions and  
emergency notifi cation systems 
worked reliably around the clock, 
helping private and public sector 
organizations to mobilize emer-
gency responders and volunteers, 
warn local residents and account 
for employees. 

Between Friday, October 26, 
and Wednesday, October 31, mil-
lions of storm-related calls were 
made through Cassidian Com-
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munications’ MassCall® notifi ca-
tion service. Numerous other cus-
tomers exercised their on-premise 
emergency notifi cation systems, 
successfully sharing information 
or instructions with thousands 
more people before, during and 
after the unprecedented storm. 
Several of these same clients 
found themselves activating these 
critical communications solu-
tions yet again when a dangerous 
nor’easter brought heavy snow to 
the region a few days later.  

All the while, Cassidian Com-
munications’ 9-1-1 applications, 

including VESTA®, Sentinel®, 
ORION™ Vela® and Aurora, 
enabled PSAPs throughout the 
storm-ravaged region to manage 
emergency and administrative 
calls, even when volumes were at 
their highest. 

“Incredibly, every solution 
and service platform we offer was 
utilized in some way during Hur-
ricane Sandy and the nor’easter,” 
says Mary Wathen, chief operat-
ing offi cer for Cassidian Com-
munications’ Critical Commu-
nications Solutions and Services 
division. “And given the breadth 

of our crisis communications 
portfolio, which is a powerful 
testimony for our company, our 
people and the thousands of cli-
ents we serve. We commend the 
countless community leaders, 
fi rst responders, public service 
workers, volunteers and local 
business people who tirelessly 
worked to ensure public safety 
and to sustain operations dur-
ing these back-to-back weather 
events.” 
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C
assidian Communi-

cations' Broadband 

Vehicle Router 700 

(BVR700) has been 

named as a "Hot 

Product" for 2012 by the Association 

of Public-Safety Communications 

Offi cials (APCO) International. 

Speaking to the organisation’s 

offi cial magazine, Public Safety 

Communications, Rich Cagle, 

APCO’s vice president of sales for 

land mobile radio, outlined the ben-

efi ts that the router brings to users: 

"For starters, the BVR700 has the 

ability to work on commercial LTE 

networks, as well as the Nationwide 

Public Safety Broadband Network 

(NPSBN) currently being designed 

and deployed in the US," said Ca-

gle.

"It also provides high-speed WiFi 

capability which allows the vehicle to 

become a hot spot so fi rst respond-

ers' COTS (Commercial-off-the-

Shelf) handheld devices can com-

municate directly with the vehicle 

and subsequently across an LTE 

network of their choosing."

The BVR 700 was a key element 

of Cassidian Communications’ “call-

to-car” demonstration at the 2012 

APCO Conference that showed its 

NG9-1-1 call processing solution 

interworking with the LTE broad-

band vehicle router, as well as LTE 

clients and applications. The “call-to-

car” demo illustrated how Cassidian 

Communications’ advanced com-

munications portfolio could deliver 

integrated voice, data and video 

communications across all stages of 

an emergency response.

According to APCO, one of the 

hottest aspects of the router is its 

ability to support multiple carriers, 

numerous different technologies, 

including Wifi , 2G, 3G, 4G and a 

wide range of mobile devices. The 

BVR700 allows public safety agen-

cies to choose less expensive, com-

mercially available devices while 

using them over secure, hardened 

public safety networks.

APCO names 
broadband 
vehicle 
router 700 
a ‘Hot 
Product’

mmuni-

dband 

r 700 

been
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T
he city of Montréal has 
awarded Cassidian Commu-
nications a contract to sup-
ply a digital radio network 
based on the P25 standard.

The system will be based on the 
CORP25 system, operating in the 700 
MHz frequency band for public safety 
services and in the 800 MHz band for 
other services. The complete contract in-
cludes infrastructure, design, engineer-
ing, installation and a long-term mainte-
nance agreement.

When complete in 2014, the new net-
work will replace the current networks 
used by the city’s police and fi re services, 
as well those used by public works staff.

The new network will serve the entire 
city and its surrounding cities and bor-
oughs, over 4,500 police offi cers, close to 
2,000 fi refi ghters, and more than 2,000 

public works personnel. Additionally, 
the system will be able to communicate 
with other mission-critical P25 networks, 
including the Montréal-Trudeau Interna-
tional Airport and the Montréal Metro 
systems.

Open design allows 
choice of equipment
“We know that the CORP25 network is 
the best radio communications system 
for us,” says Daniel Tetu, director of the 
Montréal radio project. “The fact that all 
of our users can be on one system, that it 
can talk to other public safety networks, 
and that it allows us to choose both 
equipment and vendors, means that all 
of Montréal’s responders can count on a 
swift, reliable communications solution 
provided within budget.”

The industry’s only true non-propri-
etary P25 solution, the standards-based, 
CORP25 system offers communications 
both within and between radio networks. 
Another major benefi t is its open design 
that lets agencies select the radios, con-
soles, recorders and other network com-
ponents to suit their needs from a variety 
of different vendors. This open approach 
enables competitive purchasing and lets 
customers build their networks with the 
best equipment for the best price – ulti-
mately lowering the total cost of network 
ownership. The IP-based CORP25 radio 
solution also enables cost-effective migra-
tion to future applications and services.

Montréal chooses 
Cassidian Communications 
for P25 radio network

The team that participated in the preliminary design 
review of Montréal's radio system, SERAM.
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EEase of connectivity was Cas-

sidian’s theme at the recent 

PMR Expo with a number 

of products and solutions being un-

veiled. These included a new mobile 

TETRA switch, the DXT3p and a 

satellite connection to the TB3p mini 

TETRA base station. Also on show 

were a smart grid control solution, 

the world's fi rst ultra-compact TET-

RA radio, the TH1n, plus a number 

of emergency response centres and 

cyber security solutions.

Communication for 
disaster areas
The DXT3p is a mobile, compact 

and fully-featured TETRA switch de-

signed to make professional mobile 

radio globally mobile.

Reliable, instantly available and 

secure communication is critical fol-

lowing a natural disaster. With its small 

footprint and very low energy con-

sumption, the DXT3p can be mounted 

on any vehicle and transported to any 

location in the world, while still offering 

the same features as the world's best 

nationwide TETRA networks.

Visitors saw how a TETRA service 

could be set up in a disaster area using 

a satellite connected TB3p mini base 

station. The general view was that au-

dio quality was excellent and that the 

human ear easily adapts to the small 

delay caused by satellite transmission.

Design, innovation and style
TETRA and TETRAPOL terminals 

were of great interest among the visi-

tors, with the TH1n inevitably being 

the key attraction on the Cassidian 

stand. The world's fi rst really small 

and lightweight TETRA radio with an 

advanced feature set was welcomed 

by PMR visitors, who appreciated 

the look and feel of the new radio.

With its impressively small di-

mensions, 1.8 W output power and 

a large and very sharp display, many 

were surprised at the robustness 

and IP classifi cation of the TH1n, 

as it looks more like a normal GSM 

phone than a rugged heavy duty 

radio. 

Easy connectivity 

at PMR Expo 2012

Events not to miss!

The North American TETRA 

Forum supported by the 

TCCA will be organizing a 

one day ‘TETRA in Canada’ 

event during April 2013.

Venue and timings will be 

published at http://www.tetra-

association.com.

TETRA World Congress 2012 was a 

huge success and saw a 23% growth 

in attendance. This year the event takes 

place in Paris (May 21-24 2013) and will 

be rebranded as Critical Communica-

tions World. As the TETRA standard 

and user requirements develop, the 

event’s content and focus is also evolv-

ing. With broadband as the next big 

step for the industry, Critical Commu-

nications users are looking to the future 

and asking how they can access Mobile 

Broadband services (based on TEDS, 

LTE and WiMAX) and applications 

alongside their secure and reliable radio 

services. This is true not only for users 

of TETRA, but also of TETRAPOL, P25, 

GSM-R and other technologies.

Critical Communications World will 

incorporate the key elements from 

the TETRA World Congress, together 

with a closer focus on critical broad-

band technologies. The conference will 

examine how potential Mobile Broad-

band technologies can be combined 

with TETRA to meet the voice and data 

requirements of Mission Critical users. 

For more 

http://criticalcommunicationsworld.com

Critical Communications World Paris 
(formerly TETRA World Congress) May 21-24 2013

TETRA in Canada 
April 2013
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See the PMR Expo 2012 Photo 

Gallery on www.keytouch.info

the TB3p

The main target group of TH1n 

was seen to be offi ce workers and 

hospital and health care staff, but it 

is also very handy in fi eld operations. 

Besides using the TH1n as a normal 

TETRA radio, visitors also envisaged 

the TH1n being used as a pager and a 

covert radio with suitable accessories.

The very clear and logical user 

interface with colourful symbols 

and icons on the TH1n display and 

the whole Cassidian radio portfolio 

was considered a great advantage 

in daily use. “It is so easy to use” 

was an often heard comment on the 

stand, one that could apply equally 

to a special THR9 Ex ATEX radio, a 

TMR880i mobile radio or any of the 

Cassidian handportables.

Green reliable energy
The TDM880i was highlighted for 

energy companies as a new way to 

move into smart grids. A dedicated 

data module for embedded solu-

tions that is optimised for telemetry 

applications, it is designed for easy 

integration to smart grid devices to 

control distributed production of low-

carbon renewable energy. 

Protecting from the invisible 
Visitors had the chance to see IT se-

curity through new eyes by visiting 

the Cassidian cyber security dem-

onstrator. This showed how various 

cyber-attacks penetrate industry 

production systems and seemingly 

secure IT networks, following which 

visitors could learn how to defend 

against attacks by speaking with 

Cassidian cyber security experts.

Dispatching the way you like
Emergency response centre solutions 

featured a full suite of emergency ap-

plications: a next generation radio 

dispatcher, the RCS9500, a Comput-

er Aided Dispatch solution for manag-

ing incidents and units and a system 

to warn populations under threat.

Visitors were particularly pleased 

with the versatility of the RCS9500 

as they could create the dispatch 

environment of their dreams by freely 

modifying the user interface and then 

trying it out for themselves.

The ‘Easy Connectivity’ theme from PMR Expo 2012 will continue at forth-
coming events, with products and solutions to make emergency response and 
other mobile professionals' work better connected, easier and more convenient.

Interseg - International Law En-

forcement Technology, Services 

and Products Exposition is the 

largest public security event in 

South America and the main 

launch pad for innovations in 

this sector.

The event offers public secu-

rity professionals a unique op-

portunity to explore new meth-

odologies and equipment for 

modernizing and streamlining 

their operations.

For more 

http://feirainterseg.com.br/en

Interseg Rio de Janeiro 
(August 18-20 2013)
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A European research project to develop new ways 
to share video with cars, helicopters and individuals 

is aiming to provide security forces with real-time 
surveillance and automatic recognition of incidents.

I
t’s a Saturday night. The city 
centre is packed with people. 
Suddenly, trouble starts in a 
side street. An innovative au-

tomated surveillance system au-
tomatically recognises that a fi ght 
has started and instantly alerts a 
nearby police unit over its mobile 
radio link. The police move in 
and deal with the incident before 
it spins out of control.

Such real-time surveillance 
and automated event detection is 
the promise of the SPY (Surveil-
lance imProved sYstem) project 
that aims to overcome the limita-
tions of current fi xed systems. To-
day, large numbers of people are 
needed to monitor thousands of 
images, and even then current ap-
plications can only provide proof 
of an incident after the event.

The project is part of ITEA 2 
(Information Technology for Eu-
ropean Advancement), Europe’s 
co-operative R&D programme 
for research into embedded and 
distributed software-intensive 
systems and services. ITEA 2-la-
belled projects are industry-driv-
en initiatives building vital mid-
dleware and preparing standards 
to lay the foundations for the next 

generation of products, systems, 
appliances and services. 

Sharing images and video 
“Our overall objective is to im-
prove surveillance systems,” ex-
plains project coordinator Eric 
Munier of Cassidian. “We want 
to be able to exchange more infor-
mation, particularly images and 
video. We can already do this with 
fi xed infrastructure. Our target is 
to extend this to mobile networks 
to provide a clearer operational 
view in the fi eld. However, this 
requires the type of bandwidth 
that public networks can provide 
but not guarantee for all times or 
with suffi cient data security.”

The project is developing 
new multi-camera surveillance 
techniques, new data integration 
methods and timely communica-
tion of information over mobile 
and multi-sensor platforms. The 
aim is to improve the way infor-
mation is shared between secu-
rity control rooms and supplied 
to mobile operators in the fi eld. A 
key element is the ability to share 
rich media such as video with 
metadata to give offi cers smart 
situational awareness in the fi eld.

Such real-time coverage re-
quires lots of bandwidth. While 
it is already possible to handle 
signals from four or fi ve vehicles, 
there is still a need to optimise 
bandwidth with new types of 
compression. “We know how, but 
are looking at new ways to store 
mobile video and only uploading 
it when necessary to minimise the 
use of bandwidth,” says Munier. 
“Security is an issue too, because 
even if the network itself is secure, 
the same security is required in 

Fix 
Surveillance 
System

SPY scope

Making mobile 
surveillance 

do more
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the mobile unit and control room 
to enable video to be used as evi-
dence. We are also working on a 
‘watermarking’ solution for altera-
tion detection and security encryp-
tion as well as security of people.”

Adaptive video streams
Short-term advances have al-
ready been made with com-
pressed video streams for sharing 
between mobile and fi xed units. 
Adaptive coding is now needed 
to deal with the quality of service 

variations created by the wireless 
network and to eliminate irrel-
evant information, for example if 
monitoring a vehicle, it is not nec-
essary to retain the road details.

Smart adaptive cameras are 
also being developed that are ro-
bust and easily reconfi gurable to 
a specifi c application. 

The system could be used for 
facial recognition to identify indi-
viduals or to spot incidents such 
as fi ghts. Applications include 
video surveillance units which 

can be deployed quickly in the 
fi eld to tackle, for example, drug 
traffi cking or terrorism. Or, for 
example, a patrol car could au-
tomatically detect a suspect and 
then interact with fi xed surveil-
lance video cameras to obtain 
extra information and track them. 

There are also legal obstacles 
to be overcome. In many coun-
tries it is very diffi cult to use 
video in evidence, due to priva-
cy issues. “We may have to take 
some action on the information 
in a video to protect privacy, such 
as blurring faces and removing 
private zones such as gardens. 
SPY is working with public safety 
agencies on this,” says Munier. 

“We are not attempting to 
replace policemen but rather to 
help them,” concludes Munier.

www.itea2-spy.org

Global
Surveillance 
System

Wired CCTV

Wireless
Network

Mobile 
Surveillance systems
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Things have evolved a lot 
in ten years, and as Editor-
in-Chief of Key Touch (for-

merly TETRA Touch) I have been 
privileged to be able to report on 
much of that change. How far we 
have come is refl ected by these 
two items that caught my eye 
when looking at an issue from a 
decade ago.

 
Best TETRA radio and hyping 
the benefi ts of digital PMR
Ten years ago the THR880 hand-
portable was chosen to be the 
best new TETRA radio of the year 
with its unique features like voice 
feedback and a double-sided de-
sign. It was also stated that many 
public safety authorities around 
the world were still stuck with 
outdated analogue radio systems, 
and readers were reminded of the 
benefi ts of digital radio commu-
nications such as: 
-  effi cient communication
-  secure communication
-  available communication and 
-  clear communication
Of course, these benefi ts still re-
main at the core of Cassidian's 
radio solutions today. 

 

Key Touch 
10 years 
ago
After a decade at the helm of Key Touch, 
Tiina Saaristo revisits a couple of highlights 
published ten years ago.

The kingship of voice 
Another thing that was empha-
sized was voice, and voice re-
mains king even now, in 2013, 
even though data seems to be on 
everyone's lips. Of course, tech-
nologies are advancing rapidly 
and nowadays people are used 
to sharing their experiences with 
their friends by sending pictures 
and videos directly from their 
smartphones to their contacts. 
Things are moving forward re-
ally quickly and all this is part 
of the mobile communications 
revolution. With this revolution 
we are realizing that public safety 
authorities have the same needs 
when working; sending and re-
ceiving pictures and videos is es-
sential in today's world.  

 All in all, things are devel-
oping and moving forward re-
ally fast which I at least think is a 
positive thing and makes the pro-
fessional radio communications 
world interesting. So bring it on, 
we here at Cassidian are ready 
for the next 10 years and more to 
come! 

TÄHÄN KUVA TIINASTA 

KO. LEHDEN KANSSA?
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The Extranet service for Cassidian's customers and partners has been re-

vamped to refl ect what users actually do on the site. Formally known as PMR 

Online, the site has also been given a new name: Cinfodin.

Instead of the eight main categories of tabs, there are now only fi ve, giving 

easy access to your most common tasks:

– online support the way you want

• Markets – General 

information on Cassidian 

products, solutions and 

services. You can also 

fi nd downloadable case 

studies and customer 

success stories in this 

section.

• Explore products 
and services – More 

detailed descriptions of 

the systems, products, 

and services. Check here 

for more information on 

your own and related 

products.

• Get help and support 
– The place to go if you 

have a problem, and if you 

need really detailed tech-

nical information on your 

product. This category 

collects all active help and 

support mechanisms, 

from technical documen-

tation and training, to 

solving an incident and 

repairing a unit.

• Enter my project 
space – PMR Online's 

"Team Service" has been 

changed to "project 

space" and is the tab to 

choose to go to your 

project team's com-

mon area.

• Area for partners – 

Distributors, Value-Added 

Resellers and members of 

the Application Pro-

gramme can fi nd their 

specifi c information 

under this tab.

Easy access
Getting information on Cassidian's solutions is now quicker than ever. 

Simply log on to Cinfodin at https://cinfodin.cassidian.com.

If you are a registered user, log in with the same username and password that you used in PMR Online. 

If you are not a registered user but would like to become one, please contact cinfodin@cassidian.com.
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The RCS 9500 is a new type 
of dispatching console. 

It lets you build an interface 
that suits the way your 
organisation really works.

Choose to use the touch 
screen with very large 
buttons

Choose to use the 
mouse and keyboard

Choose to see 
two windows – or ten

Customised – Convenient – Compliant 

It is just a matter of choice – and 
very easy to make happen.

Start with a blank screen, 
and up with an interface built 

any way you want!

The RCS 9500 
can meet your 

exact needs.


